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Part I:
Identity spoofing
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Practical use of spoofing :-)



Part II:
Intercepting (VoIP) 

communications



Unencrypted vs. encrypted phone call



Part III:
Rerouting outgoing calls



Example: intercepting outgoing calls

SS7 attacks.
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Part IV:
Rerouting incoming 
calls/SMS messages



Example: intercepting incoming calls

An attacker pretends that a subscriber is roaming 
in his network… From this point on, all calls and 
SMS messages for that subscriber are routed to 
the attacker.

Now a victim logs into his bank 
account, and since he is using two-
factor authentication, his bank sends 
SMS to his number with mTAN 
access code…



How to obtain SS7 access?

Posing as a potential customer, this reporter registered an email 
domain—“smsrouter.co”— and, acting as a new text-message 
routing service, approached a division of a large-scale, legitimate 
telecommunications provider in Western Europe.

After exchanging emails over a weeklong period (and specifying 
the fake company would need coverage in Europe), the telco 
provided a quote: a one-time setup fee of around $2,650, with 50 
percent paid upfront and the rest with the first invoice after 
testing, and then a $6,600 monthly rental fee for a so-called 
global title (GT)—a designated address for routing messages. The 
telco also offered to connect The Daily Beast’s imaginary 
company over a SIGTRAN link.

-- https://www.thedailybeast.com/you-can-spy-like-the-nsa-for-a-few-thousand-bucks



Part V:
GSM Interception



gr-gsm

Toolset for capture and analysis of GSM signals.
grgsm_livemon -p 35 -f 938.8M

wireshark -k -Y '!icmp && gsmtap' -i lo

linux; GNU C++ version 4.9.1; Boost_105500; UHD_003.007.003-0-unknown

ARFCN:   18, Freq:  938.6M, CID:     0, LAC:   100, MCC: 293, MNC:  40, Pwr: -35

ARFCN:   24, Freq:  939.8M, CID:  1313, LAC:   100, MCC: 293, MNC:  40, Pwr: -33

ARFCN:   26, Freq:  940.2M, CID:   501, LAC:   100, MCC: 293, MNC:  40, Pwr: -27

ARFCN:  124, Freq:  959.8M, CID:     0, LAC:     0, MCC:   0, MNC:   0, Pwr: -29

grgsm_scanner -p 35



Osmocom/gr-gsm

Typical (passive) attack setup...
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network
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SMS

Mobile phone user does 
not detect reception of 

silent SMS.

TMSI

Attacker is intercepting 
wireless communications 

and performs cryptanalysis...

Osmocom



Part VI:
IMSI Catchers



IMSI Catchers

Basically, they are fake base stations...



IMSI Catchers



IMSI Catcher (when it is caught :-) )



Part VII:
Mobile Phone Infection

(via “classical” malware or via baseband attack)



Real Case (Netflow Analysis)

First we intercept mobile phone network 
connections and collect IP network traffic.

Then we analyse netflow data.



Real Case (Netflow Analysis)

F

USER      PID   PPID  VSIZE  RSS   WCHAN              PC  NAME
root      1     0     23296  972   SyS_epoll_ 0000000000 S /init
root      2     0     0      0       kthreadd 0000000000 S kthreadd
root      3     2     0      0     smpboot_th 0000000000 S ksoftirqd/0
root      7     2     0      0     rcu_gp_kth 0000000000 S rcu_preempt
root      8     2     0      0     rcu_gp_kth 0000000000 S rcu_sched
root      9     2     0      0     rcu_gp_kth 0000000000 S rcu_bh
root      10    2     0      0     smpboot_th 0000000000 S migration/0
root      11    2     0      0     smpboot_th 0000000000 S watchdog/0
root      12    2     0      0     smpboot_th 0000000000 S watchdog/1
root      13    2     0      0     smpboot_th 0000000000 S migration/1
root      14    2     0      0     smpboot_th 0000000000 S ksoftirqd/1
root      17    2     0      0     smpboot_th 0000000000 S watchdog/2
root      18    2     0      0     smpboot_th 0000000000 S migration/2
root      19    2     0      0     smpboot_th 0000000000 S ksoftirqd/2
root      22    2     0      0     smpboot_th 0000000000 S watchdog/3
root      23    2     0      0     smpboot_th 0000000000 S migration/3
root      24    2     0      0     smpboot_th 0000000000 S ksoftirqd/3
root      27    2     0      0     smpboot_th 0000000000 S watchdog/4
root      28    2     0      0     smpboot_th 0000000000 S migration/4
root      29    2     0      0     smpboot_th 0000000000 S ksoftirqd/4
root      32    2     0      0     smpboot_th 0000000000 S watchdog/5
root      33    2     0      0     smpboot_th 0000000000 S migration/5
root      34    2     0      0     smpboot_th 0000000000 S ksoftirqd/5
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Questions?
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