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Scam

A scam is 3 deceptive scheme or trick used to
cheat someone out of something, especially
money. Scam is also a verb meaning to cheat
someone in such a way.

noun: a8 confidence game or other fraudulent
scheme, especially for making a quick profit;
swindle.

verb (scammed, scamming): to cheat or
defraud (someone) with a scam.



Type of scams

* Attempts to gain your personal information

* Buying or selling

* Dating and romance

* Fake charities

* Investments

* Jobs & employment

* Threats & extortion

* Unexpected money (inheritance,...) and
winnings

* Pyramid schemes

* Government impersonation scams




Fraudulent online store #1

Story:

* User wanted to buy a small excavator and found
online store with very good (low) prices.

(’ +34944344007 oy +34944 344 097 ] info@rubetagrimag.com
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Fraudulent online store #1

Story:

* Low prices were suspicious, so he decided for
some additional checks.

* He checked the existence of company and
obtained a business balance sheet containing
share capital, annual turnover, profit, number of
employees... =

* He also checked
company headquarters
on Google StreetView.




Fraudulent online store #1

Story:

* He also contacted company representative
through an e-mail. Communication has been
quick, professional and in good English.

* However, the company wanted that he pays to
their subsidiary’s bank account in Portugal “in
order to avoid some taxes”.

* He also wanted to check VIN number of the
machine, but received no answer.



Fraudulent online store #1

The analysis:

* Webserver has been located in Russia (nic.ru
network). Domain has also been registered in
Russia (by nic.ru).

* Searching also revealed that similar domain (rubel-
maquinaria.com) has been previously reqgistered in
Malaysia. Perpetrators had also run another scam
store with construction machinery on domain budo-
maszyny.com (pretending to be store from Poland).
They were using the same web design template.
Both sites have been exposed and shut down.

* Today rubel-agrimaqg.com is not accessible anymore.



Fraudulent online store #2

A set of fraudulent stores in Slovenian
lanquage, advertised through spam mail,
offering cheap goods.

Various, but similar domain names:
si.2020discount.net, sisale2021.com,
si.cheapsales2020.com, etc.




Fraudulent online store #2

First warning sign:

*Very cheap products (“/f it is too good to be
true, it is very likely not true”).

Deeper analysis:
* |P address hidden behind Cloudflare.
* HTTPS is available (provided by Cloudflare).



Fraudulent online store #2

Deeper analysis

* HTML code comments in Chinese

Dejavnosti  #9 Firefox spletni brskalnik ~ pon feb 8, 18:13:41

=] Factory Outlet,Free Shipping 01 X http://si.cheapsales2020.com/ B3 Google Translate X

G' Q # view-source:http://si.cheapsales2020.com/ e @ ﬁ 5 a Ej Y ,Jﬂ € @ @ L] ° i1} » =

<li><a href="/menu?name=Nike%205F%20AF%201%20M1d%2065">Nike SF AF 1 Mid GS</a></li>
<li><a href="/menu?name=A1r%20Jordan%2012%2065">Air Jordan 12 G5</a></li>

</ul>

</ul> </ul>

& O

</div>
</div>
</nav>
</div>
-
<footer id="footerElement" class="container-fluid foot-wrap">
<!--RfMHcontainer, FEAEABTEF -->
<div class="container">
<div class="row">
<div class="row-content col-1g-12 col-sm-12 col-xs-12">
<h4>POMOC</h4>
<ul>
<li><a
<li><a
<li»<a
<li><a rel="nofollow" —p;yments“>NaEini plaEilac/a></li>
<li><a rel="nofollow" href= /page71d:privacypolicy”>?ulitika zasebnosti</a></1i>
</ul>
</div>

" href="/page?id=. aboutus >0 nas</a><lll>

EEXEXEIL

<div class="row-content col-1g-12 col-sm-12 col-xs-12">
<h4>SPLETNA TRGOVINA</h4>

O 3% |

<ul>
<li><a rel="nofollow" href="/ordertrack">Moja naroc¢ila</a></1i>
<li><a rel="nofollow" href="/page? DataTracking">Piskotki</a></1i>
q <li><a rel="nofollow" href="/page?id=contactus">Kontaktirajte nas</a></1i>
</ul>
o </div>
</div>
<’**/ row -->
“di" r\nf':n“r
= <!-- HTEIFIIE, BPETFREE Ot Awesone BIFFHE- -> I I
o] i enter" style="margin-top: 20px;color:#878B91; >

</footer> <div style="display:none;">
<script type="text/javascript” src="https://js.users.51.1a/20808481.js"></script>
</div>
<style>

</style>

<script src= Lgn;/scrollun[Jé/1querv scrollUp.min.js ></scr1pt>




Fraudulent online store #2

Deeper analysis

* JavaScript tracker code found...

Dejavnosti # Firefox spletni brskalnik ~ pon feb 8, 18:26:01 fasoc @ ¢

oo Factory Outlet,Free shipping O X [ EI/ERIPLEESNUINEY] Not Found

G ® & view-source:https://si.2020discount.net/ o
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<h4>HELP & CONTACT</h4>
<ul>

<li><a rel="nofollow" href: page?id=contactus">Contact US</a></li>

“ <li><a page?id=aboutus">About US</a></li>
<li><a href="/page?id=shippingreturn”>Shipping & Return</a></li>
<li><a fag">FAQ</a></1i>
s <lis<a payments”>Supported Payment</a></1li>
= <li><a href="/page?id=privacypolicy">Privacy Policy</a></li>
3 </ul>
2 </div>
<div class="rou-content col-lg-12 col-sm-12 col-xs-12">
® <h4>EASY ONLINE SHOPPING</hd>
<ul>
® <li><a rel="nofollow" href="/ordertrack">0rder Track</a></li>
<li><a rel="nofollow" href="/page?id=DataTracking">Data Tracking</a></Li>
v </ul>
</div>
S </div>
<t--/.row -->
Ex </div><! . ® Firefox spletni brskalnik ~ pon feb 8, 18:29:45 fassc © € T &

Factory Outlet Free shipping 0 X LSS RESETREELEUCE LSRN ot Found
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Fraudulent online store #2

Deeper analysis:

* ...leading to Chinese servers.

matej@cryptomania: ~

Datoteka Uredi Pogled Poisci Terminal Pomog

matej@cryptomania:~$ ping -cl ia.51.1la
PING d2cb5ad7002c4066.huaweisafedns.com (183.131.207.66) 56(84) bytes of data.
64 bytes from 183.131.207.66 (183.131.207.66): icmp seq=1 ttl=48 time=282 ms

--- d2cb5ad7002c4066.huaweisafedns.com ping statistics --- huaweisafedns.com
1 packets transmitted, 1 received, 0% packet loss, time Oms C
rtt min/avg/max/mdev = 282.793/282.793/282.793/0.000 ms located on Swiss IP

matej@cryptomania:~$ ping -cl 51.1la address, domain registered
PING 51.1a (14.17.102.104) 56(84) bytes of data. . .
by Alibaba Cloud Computing

--- 51.1a ping statistics --- 44
1 packets transmitted, 0 received, 100% packet loss, time Oms [Beljlng]

matej@cryptomania:~$ ~C
matej@cryptomania:~$ ping -cl uuid.users.51.la
PING uuid.users.51.la (14.17.102.107) 56(84) bytes of data.

64 bytes from 14.17.102.107 (14.17.102.107): icmp seq=1 ttl=47 t IP addresses 14.17.100 0/22

--- uuid.users.51.la ping statistics --- allocated to CT-FOSHAN-IDC

1 packets transmitted, 1 received, 0% packet loss, time Oms .
rtt min/avg/max/mdev = 232.272/232.272/232.272/0.000 ms CHINANET Guangdong province

matej@cryptomania:~$ network, CN



Fraudulent online store #2

Deeper analysis:

* Contact e-mail (email@customercarefor.com)
points to Russia (Yandex.net).

ejavnosti  # Firefox spletni brskalnik pon feb 8, 18:15:15 E 3 3 % basce © ( T & o) Brzn~

-]

contactus - si.2020discount tnet X (]

<« C ® 0 a 2020discount.net, . .
matej@cryptomania: ~

B

oV i=Katalog izd: Vv - exxs . _
#DOMO KalElog zaalkay Datoteka Uredi Pogled Pois¢i Terminal Pomoé

matej@cryptomania:~$ dig MX customercarefor.com

oA
-

#DOMOV |/ page

. v ; <<> DiG 9.11.3-1ubuntul.13-Ubuntu <<>> MX customercarefor.com
If you have any further question about your order or our service, please feel free to col E
please use the following Contact US form send emails to us, all received emails will bejisii glohal ClpthlI'lS o +CI'HC|

ms block upfamiliar incoming emails) to avoid miss our respons}

S ;; Got answer:
:; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 24149
HELP & CONTACT ;; Tlags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: 1

About US

B . OPT PSEUDOSECTION:
S ; EDNS: version: 0, flags:; udp: 65494
i . QUESTION SECTION:

S ORIV E BN ; customercarefor. com. IN
Order Track

L]
B
o7 o)
@
N7
s
&=
.
®

o

@ ¥

Data Tracking

Bzl ;; ANSWER SECTION:
customercarefor. com. 21599 IN 10 mx.yandex.net.

;3 Query time: 144 msec

== SERVER: 127 .9.8.53#53(127.8.8.53)
;; WHEN: Mon Feb 08 18:14:31 CET 2021
;3 MSG SIZE rcvd: 77

matej@cryptomania:~$ |




Collecting personal data

Plot:

* Google Ads on Slovenian media websites
promoting interview with known Slovenian
journalists about her medical problems and
fake medicine which supposedly helped her.

* Fake interview visually looked like news
article on popular news website.

* Linquistically correct (much better than
Google translate).



Collecting personal data

Plot:

* Contained mostly
positive (but also
some negativel!)
comments from
fake users with
pictures and
Slovenian sounding
names.




Collecting personal data

Analysis:

* Fake website hosted on Github Pages.

* Visitors were invited to reqister for free

medicine.

* Input form has been
collecting personal
data, but no credit
cards data.

* Input form hosted on
Russian web server.

e

c @

POZOR!

Nacionalni program

Izpolnite ol mejene!
Obrazec za registracijo

CENA 39 EUR

promocijski
m embalaZa na zalogi!

| o

* cena na porcijo




Collecting personal data

Analysis:

* Filename in Russian lanquage (“fico.ico -
Konma.bmp”) has been found on a fake

WebSIte - C github.com 110%

* Comments In

[% fceddfa7bd35f89bela7f531f87f8eca.p... Add files via upload
HTML code in [ ficobmp Add files via upload
QUSSla n 3 fico.ico Add files via upload
a n g U a g e (3 |fico.ico - konua.bmp Add files via upload
) fico.ico.bmp Add files via upload
nave been
[§ ficol.ico Add files via upload
found.
[Y hitgif Add files via upload



Collecting personal data

Analysis:

* Contact information (e-mail, mobile phone)
of person who registered scamer’s domain
has been found and pointed to Russian
citizen living in Moscow.

* This person was thanking the translators on
kwork.ru website for quick and accurate
translations to various lanquages of eastern
Europe (this explains the quality of language
on scam websites).



Collecting personal data

Analysis:

* Similar scams were found targeting audience
in Poland and Czech Republic (in fake
interview are appearing their local celebrities,
website is in their local lanquage,...).

* Github Pages has been notified of this, and
fake websites have been removed, however
similar fake articles are still appearing
through Google Ads and scammers are
opening new accounts on Github Pages...



Targeted attack through Facebook

Story:
* User posted a picture on his Facebook profile.

* Few days after that (on February 8", 2021), user
receives an e-mail notifying him that he conducted
copyright infringement and needs to respond.

* E-mail message contained (a legitimate) link to
Facebook.

* However, link has been pointing to Facebook Notes,
which is created by users (but resides on 3
Facebook domain).



Targeted attack through Facebook

What happened:

* Facebook Notes page contained “appeal” link,
which pointed to bit.ly URL shortener...

Dejavnosti  #) Firefox spletni brskalnik ~ pon feb 8, 18:29:01 A = &5 (S fd67c @ L T & ) Bot%~
co Factory Outlet,Free Shipping ©1 X | https://si.2020discount.net/ X | Not Found Pl ) rocebook 200
B c & o a P— Facebook ] | +++ & < 1Y zACO0x Pe @2 0m =
| o

o §
) ﬁ 2 nr A ) = Qv + o 8 -

Appeal Form About Copyright's
©

Report : 24185773

Rights Owner: Universal Publishing Group

%W EH OO PN

Address: 3425 State Street 645 , Missouri, MO, USA.

o) :
) Copyrighted Work: Ads , Content
7
] If you think this is a mistake we provided you an appeal form below:
I hittps://www.facebook.com/appeal/content/adso53/ I
&\e: If we do not receive an appeal within 24 hours from your account we have to respect
e decision’s mentioned above!
[ 1 Thank you for your cooperation.

E https://L.Facebook.com/L php?u=https://bit.ly/3cGGF



Targeted attack through Facebook

What happened:

* ...bit.ly URL shortener redirected to scammer’s
domain registered in USA (on 3™ February 2021)

] il l.
FACEBOOK for Business
Appeal a Page Policy Violation
If you believe your Page is going to be unpublished by mistake, please enter the following
information. By entering the following information we will review your page again.

Login email address or mobile phone number

uuuuuuuuuuuu

Additional info



Targeted attack through Facebook

What happened:

.. after user submitted his appeal, user was
asked to "login” to Facebook again and his
credentials were stolen.

23.com/appeal/login .php
' Log Into Facebook
You must log in to continue.

----------

Targeted person was 3

local businessman and the
incident has been reported
to the police, which
opened the investigation.




Calendar spam

GMail can automatically add events from Gmail
to calendar...

...and scammers began sending calendar
invitations to random people.

To sporocilo vsebuje povabilo na dogodek. + Sprejmi |v| ? Neodloceno |v| X
% Odgovori | # Posreduj || & Arhiviraj | & Nezeleno

fiacredepreville@gmail.com ¥¥
Invitation: Ponudba posojila med posamezniki @ Sat Feb 13, 2021 19:00 - 20:00 (CET) ({ 1 0 Pﬂm nik -~
Men QR * %

Naziv: Ponudba posojila med posamezniki
Kdaj: sobota, 13. februar 2021 19:00 - 20:00 .
Organizator: & fiacredepreville@gmail.com <fiacredepreville@gmail.c DFE mez-»

Opis: zdravo

Osebna posojila vam dajemo na voljo z 3-odstotno obres |Z k lO pl
bila njihova datoteka na banki zavrnjena.

Ce i&¢ete posojilo med posamezniki za obnovo dejavnost
Na voljo smo zadovoljiti nase stranke v rekordnem ¢&asu.

Za vec informacij nas kontaktirajte neposredno na ta e-g D re mEi ita d

Hvala vam Calendar event
prisréno offering financial

P.Iea.se“do. nét .ed.it fhilf, s.ec.tio.n éf .thé cies;cripfioﬁ. . | O a n

This event has a video call.
Join: https://meet.google.com/rvo-vkne-ayt

View vour event at httpns://calendar.aooale.com/calendar/event?action=VIEW&



Calendar spam

In Google Calendar settings uncheck
“Automatically add events from Gmail to my

calendar” .

In Gmail settings turn off “Smart features and

personalization” .

& c o © | @ https://calendar.google.com/calendar/u/o/r/settings CONNN BT+ A

Hide events created by Gmail

You'll no longer see events automatically
created from your email, including previously
added events

To stop Gmail from creating these events,

you must also turn off Smart features and
personalization in Gmail settings

Cancel OK

M F e

Allow smart features in Gmail, Chat, and Meet
to use your data

Get the most out of Gmail, Chat, and Meet with smart features and
personalization based on your content and how you use these
products.

() Continue with smart features
Gmail will continue to offer you:
» Automatic email filtering/categorization (Primary/Social/Promotions)
* Smart Compose (suggested text) in email
« Smart Reply (suggested quick replies) in email
« Summary cards above emails (travel, package tracking, and more)
= Extracting event details to create calendar entries

(®  Turn off smart features

This will disable or degrade the performance of the features above and
more. You can turn this back on in Gmail Settings. Learn more

Tof2 Next




Scam protection

* Be alert to the fact that scams exist.

* Know who you're dealing with.

* Do not open suspicious links or attachments in emails.
* Be careful when shopping online.

* Before making a payment or entering your passwords, always check that
you are on a secure website and that website has the correct address.

* Don't respond to messages or phone calls asking for remote access to
your computer.

* Don’t respond to text messages or missed calls that come from numbers
you do not recognise.

* Keep your personal details (including bank account info) secure.

* Keep your mobile devices and computers secure.

* Review and keep strict privacy and security settings on social media.
* Beware of any requests for your details or money.

If an offer looks too good to be true, it probably is not true.



General security guidelines

Windews Security

O Virus & threat protection

R Account protection

) Firewall & network protection O
B App & browser control
Device security

Device performance & health

@ D

Family options

@ Settings r\c;‘

See what's happening w
I @ Home and take any actions needed.

Virus & threat protection
Getting protection info...

App & browser control
No action needed.

Security at a glance

h the s health of your dev

o

Account protection
Mo action needed.

5

Device security
View status and manage

hardware security features

8

Firewall & network
protection
Mo action needed.

<

Device performance &
health
Mo action needed.

(3 © F .l 2% 00:23

= My apps & games Q

UPDATES  INSTALLED  LIBRARY

UPDATE ALL
Shazam

8.3 MB - Updated 2 wk.ago v

Updates available (6)
Auto-update is turned off

Spotlight: Room Escape
6.1MB + Updated 4 wk. ago v

bVNC: Secure VNC Viewer
8.1 MB - Updated 11 wk.ago v

e R O

Album
7.8 MB + Updated 12 wk. ago v

O

Xash3D FWGS
8.7 MB

SCANN3D
19 MB - Updated 17 wk. ago Vv

- Settings

& Home

I Find a setting

=

O %

urity

Windows Update

Windows Defender

Backup

Troubleshoot

Recovery

Activation

Find My Device

For developers

Windows Insider Program

Windows Update

Update status

@ Your device is up to date. Last checked: Today, 7:59 AM

Check for updates

Update history

Update settings

We'll automatically download and install updates, except on metered
connections (where charges may apply). In that case, we'll automatically
download only those updates required to keep Windows running
smoothly.

Change ac

Restart aptions

Advanced options

Looking for info on the latest updates?

Learn more

- A ‘ * Control Paned * All Control Panel ltems * Windows Firewall

Controd Panel Home

Allow 80 App OF lEatufe
through Windows Firewall

| ¥ Change notification settings

| @ Tum windaws Fin
off

wll on or

9 Restore defaults
| Q Advanced setlings

Troubleshoot my netwark

Security and Maintenance

Network and Shanng Center

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hatiers or malicicus softwane fram gaining access 1o your PC through the

Intemiet of a network.

l 9 Private networks

Connected
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General security guidelines

Some other protection techniques:

* choose good passwords and do not recycle them;

* use 2FA or multifactor authentication wherever
possible;

* reqularly update all your software on all your devices;

* enable firewall;

* yse antivirus, tracking and spyware removing
technology, block telemetry;

* backup;

* install only apps you need;

* yse encryption wherever possible;

* physical security.



General security guidelines

Develop “security culture”, be alerted and use
coOmmon sense. ;-)
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