Slepo zaupanje digitalnim
dokazom?

Primer mobilne telefonije

Matej Kovacic

(CC) 2012



Zaupanje v racunalnisko generirane
dokaze?

Sergey Bratus, Ashlyn Lembree in Anna Shubina. 2010. Software on the
Witness Stand: What Should It Take for Us to Trust It?

Na sodiscih se danes Ze rutinsko uporabljajo prometni podatki, ki jih belezijo
ponudniki dostopa do interneta ter razli¢ni strezniki in druge omrezne
naprave, podatki iz mobilnih telefonov, podatki iz digitalnih nadzornih
videokamer, itd. Tudi pri digitalni forenziki digitalne dokaze isce in analizira
razlicna programska oprema, saj je podatkov pogosto prevec, da bi jih lahko
rocno, brez pomoci programov pregledal posamezni preiskovalec.

Tezava: sodisca digitalne dokaze, zlasti racunalnisko generirane digitalne
dokaze praviloma dojemajo kot zaupanja vredne same po sebi (avtorji
uporabljajo izraz inherently trustworthy evidence).

Na sodi$¢u ima obramba pravico so soolenja s tozniki in (navzkriznega)
zasliSanja pric. A kaj storiti, Ce je »pri¢a« racunalnik oz. programska
oprema?



Primer 1: podatki iz SIM kartice

1: Citalec SIM kartic
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Primer 1: podatki iz SIM kartice

2: spreminjanje vsebine in metapodatkov SMS sporocil na SIM kartici

Message Text (44 / 160)

Septembra 2001 bo teroristicni napad na W
TC.

(2/35) sms messages

Status Date From Message

Read Wed Oct 15 16:04:57 2014 123456 sporocilo iz prihodnosti...

Read FriJan 12 18:54:37 2001 +386404M Scptembra 2001 bo teroristicni napad na WTC.
Date: From: Status:

FriJan121 640 i'Deleted' {"\‘

Save | Preklici |
(> SMS_export.txt (~/Namizje/SIMreader) - gedit

SIM Inforniation

Location: 293F40

E_ Podpri X Eshrani g.

(] SMS_export.txt % MSISDN: 000000486
# Date, From, SerivceCenter, Message : .
Wed Oct 15 16:04:57 2014,123456,+38641001333,5porocilo iz prihodnostil... Serial number:| g9386400707:

Fri Jan 12 18:54:37 2001,+38640@, +38641001333,5eptembra 2001 b&teroristicm‘. napad na WTC.
IMSI number: 2934001135

SIM phase: |phase 2+

Activated Tries left

PIN1 Yes 3

PIN2 Yes 3

Obicajno besedilo » Sirina tabulatorja: 8 ~ Vr. 2, St. 70 VST



Primer 1: podatki iz SIM kartice

3: rezultat
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Primer 2: posiljanje SMS sporocil iz
poljubne stevilke




Primer 3: klicanje s poljubno klicnho
identifikacijo

1: vzpostavitev infrastrukture

y

SFLphone VolIP Client

192.168.56.101

A .
The Open Platform for Business Telephony 1 2 3
System Status Packages PBX System Settil el] ]&1&;1313-/3?91:332*’{%)(])0)( web GUI use this URL abec def
() PBX Status: trixbox1.localdomain () etl1 http:,-192.168.56.101 4 5 6
Version ghi ikl S
R e e LN O F TRV o help on trixbox commands you can use from i 7 8 9
Uptime ¢mmand shell type help-trixbox. pqrs tuv wxXyz
System uptime: 6 minutes, 9 seconds . .
Last reload: 6 minutes, 9 seconds cixboxl login: root * 0 #
- — assword
Channel(s) ast login: Thu Feb 2 19:41:29 on ttyl
Peer User/ANR [trixboxl.localdomain ~1#t ifconfig tund i i
0 active SIP dialegs Link encap:UNSPEC HWaddr 00-80-80-0 0 e I )

Sip Re:
H::Jst inet addr:18.8.8.18 P-t-P:18.8.8.17 Mask:255.255.255.255
sip QN : 5060 up P[IINTIJPI.]INT RUNNING NOARP HI..ILTICRST HTU:ISBE .HEtl‘lcll
1 SIP registrations RX packets:19 error dropped:8 overruns:8 frame:8

TX packets:11Z2 errors:8 dropped:B overruns:B carrier:f

Sip Peers collisions:B@ txqueuelen:188
Name/username RX bytes:18424 (18.1 KiB) TX bytes:16714 (16.3 KiB)

2000 (L PYSR AT [ trixboxl . localdomain “14# _
1000/1000 192.168.56.1 @O @I @ BRightctrl
3 sip peers j{Monitored: @ online, 2 offlifE Unmonitored: I online, O Offlinel Tep—

IAX2 Registry

Host dnsmgr Username Perceived Refresh State }

B TAX2? regpstrations

IAX2 Peers |

Name/User Host Mask Port Status

A iax? po [A nnline A nffline A unmanitaredl W
*® Apachef2.... 93.103.46.115
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internet
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Primer 3: klicanje s poljubno klicho
identifikacijo
2: pogled v virtualno telefonsko centralo

trixbox - Admin Mode - Mozilla Firefox

trixbox - Admin Mode

= 192.168.56.101

€ ) PBX status: trixbox1.localdomain ()

\ersion as trixbox - Admin Mode - Mozilla Firefox

Asterisk 1.6.8.26-FONCORE-r78 built by root @ reviso - -
trixbox - Admin Mode

Uptime
System uptime: 7 hours, 5 minutes, 43 seconds : 192.168.56.101
Last reload: 1 hour, 10 minutes, 54 seconds I ~
Active Channel(s) System Status Packages PBX System Settings Help
Peer User/ANR call ID F¢ Admin Reports  Panel Recordings  Help
B active SIP dialogs =
— B T00ls Extension: 1000 English .
Sip Registry —
Host Username Refre{ system Status £ Delete Extension 1000 Add Extensi
8 SIP registrations. . & : Nension
Module Admin Add Follow Me Settings
Sip Peers
A T pxds Dyn Nat Al e ionsions | Matej 2 <2000=
2000 (Unspecified) D N e Edit Extension
lepe/1le80 192.168.56.1 D N [
2 sip peers [Monitored: 1 online, 1 offline Unmonito| General Seftings
3 i Quibound Rout f i
RAN2 fenistoy i e Display Name Matej 1
Host dnsmgr Username Perceived | Support B
8 IAX2 registrations. Trunks CID Num Alias
IAX2 Peers Administrators SE o
Name/Username Host Mask
L pe—— Extension Options
1 iax2 peers [1 online, 8 offline, ® unmonitored]
— Zap Channel DIDs
S ek M et if
Announcements Qutbound CID ,.386_" <386—>
T Ring Time ' Default |
CallerlD Lookup Sources i ——
Call Waiting Enable :

Day/Might Control
Eolloar ks ! Call Screenina | hisahle | it



Primer 3: klicanje s poljubno klicho
identifikacijo

3: rezultat na telefonu
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Primer 3: klicanje s poljubno klicho

identifikacijo

4: prometni podatki pri operaterju

SVNSM-

25.02.2012 | 23:41:22| 0:00:04 0 Si.mobil | 38640222xxx In
SVNSM-

25.02.2012 ] 23:43:21| 0:00:02 0 Si.mobil | 38640444xxx In
SVNSM-

25.02.2012 | 23:45:04 | 0:00:02 0 Si.mobil | 38640666xxx In
SVNSM-

25.02.2012 | 23:46:37 | 0:00:02 0 Si.mobil | 38640888xxx In




vprasanja?

http://www.Pravokator.si

Slepo zaupanje digitalnim dokazom - primer SIM kartic <http://t.co/Fkmxvghk>

Ko poklicejo hekerji - spreminjanje klicne identifikacije telefonskih klicev
<http://t.co/bBx2NIGQ>
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