Phonebusters

Kako varni so v resnici
mobilni telefoni?
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OPOZORILO:
“kidz, don't try this at home”

Pri izvajanju varnostnih analiz je potrebno paziti na
spostovanje zakonodaje, izogibati se je potrebno
povzroCanju motenj na omrezju.
Prestrezanje tujih komunikacij je kaznivo.

Vdiranje v tuje sisteme in omrezja je kaznivo.

Oddajanje v nelicenciranem delu radijskega spektra je
kaznivo.







Mobilna telefonija nima vgrajenih ustreznih mehanizmov
overovitve.

Klicatelj oz. posiljatelj SMS sporocila je “overjen” zgolj s
svojo mobilno stevilko.

Rezultat: mocno je ponarejanje klicne identitete!

Overovitveni mehanizmi so pomanjkljivi tudi med
operateriji.

Rezultat: mogoci so stevilni napadi na SS7
infrastrukturo!

Mobilno omrezje se ne avtenticira mobilnemu telefonu.

Rezultat: mogoce je uporabiti lazne bazne postaje (IMSI
lovilce)!



NOKIA
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<http://provider.com/sms/json?
username =xxxxxxxx&password=xxxxxxxxx&from=Phreaker&to=38631123456&text=Posiljan;
e%20SMS%20iz%20stevilke%20ki%20ni%20stevilka. >
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192.168.56.101

1 2 3
cess to the trixbox web GUI use this URL
System Status Packages PBX System Setti etl] hitp:ss10.0.2.15 abc def
K} PBX Status: trixbox1.localdomain () etll http:/-192.168.56.181 4 5 6
Vi n ghi jkl mno
R e e O O e N AR - help on trixbox commands you can use from t 7 8 9 . °
Uptime : : ¢nmand shell type help-trixbox. pars T wxyz \d/
System uptime: 6 minutes, 9 seconds . .
Last reload: 6 minutes, 9 seconds ~ixboxl login: root * 0 #
jetiveichannel(s Thu Feb 2 19:41:29 on ttyl
Peer User/ANR [trixboxl.localdomain ~1# ifconfig tun®
0 active SIP dialegs Link encap:UNSPEC HWaddr 08 -80-80-00 0k I )

inet addr:18.8.8.18 P-t-P:18.8.8.17 Mask:255.255.255.255
UP POINTOPOINT RUNNING NOARF MULTICAST MTU:1588 HMetric:1
RX packets:19 errors:8 dropped:8 overruns:8 frame:B8

TX packets:11Z errors:8 dropped:B overruns:B carrier:8

Sip Peers collisions:B txgqueuelen:188

Name/username RX bytes:184Z24 (18.1 KiB) TX bytes:16714 (16.3 KiB)

sip
2000 [(INESES RSN [ trixboxl . localdomain
leee/1000 192.168.56.1

i : 8 online, 2 offlifne Unmonitored: 1 online, @ offlinel

sip (N : 5060
1 SIP registrations

1

£ @ S0 © Bright curl

dnsmgr Username Perceived Refresh State

_ o g
Host Mask Port Status Y

[A nnline A affline A unmanitaredl = y \
b Apache/2.... 93.103.46.115 \

4 /telefonsko /
5\ omrezZje \//

V‘\\\
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Lazna klicna identifikacija

trixbox - Admin Mode - Mozilla Firefox

trixbox - Admin Mode

P

= 192.168.56.101

O PBX Status: trixbox1.localdomain ()

Wersion

Asterisk 1.6.08.26-FONCORE-r78 built by

Uptime

System uptime: 7 hours, 5 minutes, 43 se
Last reload: 1 hour, 18 minutes, 54 secg Q';

lActive Channel(s)

Peer User/ANR
8 active SIP dialogs

Sip Registry

Host

8 SIP registrations.

Sip Peers
Name/username
2000
l8668/16800

trixbox - Admin Mode

192.168.56.101

trixbox - Admin Mode - Mozilla Firefox

- @[5

=

call ﬂS‘.lreiten'l Status

Setup Tools
Username
System Status

Module Admin
Host

(Unspecified)

Packages PBX System

Admin | Reports

192.168.56.1 |E><h9”5ifms

2 sip peers [Monitored: 1 online, 1 offl Feature Codes

[AX2 Registry

General Settings

Host dnsmgr Username | Qutbound Routes
8 IAX2 registrations.

Support
[AX2 Peers Trunks
Name/Username Host Ma Administrat
G ) 5

1 iax2 peers [1 online, @ offline, 8 unm

Subherribg Rlatif

Inbound Routes

Zap Channel DIDs
Announcements

Settings

Help

Panel Recordings Help

Extension: 1000

| English -

& Delete Extension 1000
& Add Follow Me Settings

Edit Extension

Add Extension

Matej 2 <2000>

Display Name
CID Num Alias
SIP Alias

Extension Options

Matej 1

Qutbound CID

35 QU <3¢ G-

Blacklist . )
acklls Ring Time [ Default - |
CalleriD Lookup Sources o
Day/Night Conrol Call Waiting | Enable 2|
Collou Ba Call Sereaninn Dizahle = -
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SVNSM-

25.02.2012 | 23:41:22| 0:00:04 0 Si.mobil | 38640222xxx In
SVNSM-

25.02.2012 | 23:43:21| 0:00:02 0 Si.mobil | 38640444xxx In
SVNSM-

25.02.2012 | 23:45:04 | 0:00:02 0 Si.mobil | 38640666xxx In
SVNSM-

25.02.2012 | 23:46:37| 0:00:02 0 Si.mobil | 38640888xxx In
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Urbana

SMS PARKING

A v

PLACILO PARKIRNINE:

© Na stevilko 041 20 20 10 posljite SMS s cono, itevilko registrske tablice vozila in ¢asom
parkiranja s presledki za vozilo za katero Zelite placati parkirnino.

Primer placila parkirnine v coniB1za2 uri: B1 LJ1234 2

@ Prejeli boste brezplaéno povratno SMS sporotilo, ki velja kot dokazilo o placilu parkirnine.
Placa se vsaka zaceta ura.

REGISTRACLIA / POLNITEV RACUNA:

Polnitev URBANA SMS Parking racuna se lahko izvede na vseh Urbanomatih ali prodajnih mestih za
polnitev in prodajo kartice Urbana (TIC, Kiosk DELO prodaja, Trafika 3 DVA, Posta Slovenije, Petrol,
Mercator, Spar, itd.). Registracija ra¢una se izvede samodejno ob prvi polnitvi.



Nekaj osnov o GSM tehnologiji

Base Mﬂlbilﬂ. Gaifew?}r-Mobi :
Transceiving Switching Switching
Station Centre Centre
Base
Station
U Controller
-

signalling Point

Mobile Transcoder/Rate

Adaptor Unit \\

st T-hased: AB,C.F,
MSC=ISDN-switch

G5M-specific: Um
and Abis

(E Dr.-Ing Joachim Goller

Scheme of the GSM network, vir: www.gsmfordummies.com.

SIM kartica in mobilna naprava, IMSI, TMSI, A5/x, “broadcast
channels” in podatkovni kanali...



Failed te connect to °/tmp/osmocom sap'.
during sap open(), no SIM reader
cell_log.c:803 Scanner initialized

cail AT U pora ba Mobile initialized, please start phone now!

BALANCEg s . . cell_log.c:367 Measure from 0 to 124

DISPLAY ol m b | h c<f00e> cell_log.c:367 Measure from 512 to 885
b R ) ‘ O I nl cell_log.c:367 Measure from 955 to 1023
cell_log.c:358 Measurement done

tE|EfonOV S cell_log.c:340 Sync ARFCN 79 (rxlev -57, 197 syncs left)

cell_log.c:348 Sync ARFCN 19 (rxlev -64, 196 syncs left)
Calypso cell_log.c:340 Sync ARFCN 17 (rxlev -65, 195 syncs left)

cell_log.c:340 Sync ARFCN 113 (rxlev -65, 194 syncs left)
v H cell_log.c:340 Sync ARFCN 80 (rxlev -74, 193 syncs left)
Cl pOVJem I cell_log.c:340 Sync ARFCN 18 (rxlev -81, 192 syncs left)

cell_log.c:198 Cell: ARFCN=18 MCC=293 MNC=48 (Slovenia, Si.mobil)
cell_log.c:348 Sync ARFCN 28 (rxlev -81, 191 syncs left)
cell_log.c:340 Sync ARFCN a@? (rxlev -81, 196 syncs left)
cell_log.c:348 Sync ARFCN & (rxlev -83, 189 syncs left)
cell_log.c:340 Sync ARFCN 114 (rxlev -84, 188-syncs left)
cell_log.c:340 Sync ARFCN 16 (rxlev -85, 187 syncs left)
cell_log.c:190 Cell: ARFCN=16 MCC=293 MNC=48 (Slovenia, Si.meobil)
cell_log.c:348 Sync ARFCN 81 (rxlev -85, 186 syncs left)
cell_log.c:340 Sync ARFCN 111 (rxlev -85, 185 syncs left)
cell_log.c:340 Sync ARFCN 112 (rxlev -86, 184 syncs left)
cell_log.c:198 Cell: ARFCN=112 MCC=293 MNC=41 (Slovenia, iPKO)
cell_log.c:340 Sync ARFCN 8 (rxlev -88, 1B3 syncs left)
cell_tog.c:340 Sync ARFCN 85 (rxlev -89, 182 syncs left)
cell_log.c:348 Sync ARFCN 987 (rxlev -89, 181 syncs left)
cell log.c:340 Sync ARFCN 14 (rxlev -98, 180 syncs left)
cell log.c:340 Sync ARFCN 29 (rxlev -96, 179 syncs left)
cell_log.c:340 Sync ARFCN 110 (rxlev -92, 178 syncs left)
cell_log.c:348 Sync ARFCN 1614 (rxlev -93, 177 syncs left)
cell_log.c:348 Sync ARFCN 45 (rxlev -94, 176 syncs left)
cell_log.c:340 Sync ARFCN 66 (rxlev -94, 175 syncs left)
cell log.c:340 Sync ARFCN 116 (rxlev -94, 174 syncs left)
cell log.c:348 Sync ARFCN 77 (rxlev -95, 173 syncs left)
cell_log.c:340 Sync ARFCN 979 (rxlev -95, 172 syncs left)
cell_log.c:340 Sync ARFCN 118 (rxlev -96, 171 syncs left)
cell_log.c:348 Sync ARFCN 119 (rxlev -96, 178 syncs left)
cell_log.c:348 Sync ARFCN 983 (rxlev -96, 169 syncs left)
cell_log.c:340 Sync ARFCN 986 (rxlev -96, 168 syncs left)

@ ™™ matej@cryptopia: ~fosmocomfosmocom-bb-raw/src/host/osmocon
Die ID code: 7e5406b2fc90393bb

CNTL_ARM_CLK=0xfBal
CNTL_CLK=0xff91
CNTL_RST=0xfff3
CNTL_ARM_DIV=0xfff9

Power up simcar

THIS FIRMWARE WAS COMPILED WITHOUT TX SUPPORT!!!

Assert DSP into Reset

Releasing DSP from Reset
Installing DSP sniff patch
Setting some dsp_api.ndb values

: OxB000 Bx0000
Finishing download phase
DSP Download Status: 0x8002
DSP API Version: 0x3606 0x0000
LOST 3981!
LOST 3750!

™| Terminal® Terminal1 Terminal2 Terminal3 Terminal4

Povezava telefona in racunalnika s
posebnim kablom in nalaganje
spremenjenega ROM-a...

Poganjanje aplikacij
za zajem in analizo.



DVB-T naprava (z Elonics 4000 cipom; ~20 EUR).

MeTV SL01(RTVSLOVENIJA) Potepanja Barangolasok

Receiver Options ®

4 14.400

Hardware freq: 92.991000 MHz

J Filter width | Wide = v
" Filter shape |Normal = /
Mode Narrow FM 2| | #
o o o : AGC Fast 3 (= ‘

Spremenili oziroma dopolmh

T 0.0dBFs ] (A smo.naslov parlamentarne Konference
NB1 NB2 #
tor 13 okt 2015 15:23:00 CEST tor 13 okt 2015 16:2
Input controls | Receiver Options | FFT Settings POP TV(PRO PLUS) Kar bo, pa bo | Kar bo, pa bo
Audio ® KANAL A(PRO PLUS) Zlom Zmes3ana ...
i PLANET TV(ANTENNA TV) Allo allo
“"‘"“’1"\“wn\““w“‘r“v”p" o TV3 MEDIAS(AGENCIJA MEDIAS) | Ezoterika Klepet ob kavi
] GOLICA TV(GOLICA TV)

- '. SLO1(RTV SLOVENIJA) [> | Potepanja - Barangolasok ces |[e || Profil Poro...
DSP 5

@ @i Q

3 SLO1(RTV SLOVENIJA) - Potepanja - Barangolasok K| <€ >3



gT-gsm

rodje za zajem in analizo GSM signalov.
grgsm_livemon -p 35 -f 938.8M

wireshark -k -Y 'licmp && gsmtap' -i lo

grgsm_scanner -p 35

linux;

ARFCN: 18,
ARFCN: 24,
ARFCN: 26,
ARFCN: 124,

Freq
Freq
Freq
Freq

938.6M,
939.8M,
940.2M,
959.8M,

CID:
CID:
CID:
CID:

Airprobe Rtlsdr
> Airprobe Rtlsdr

@ 01 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2

clock_correction [ppm]: ¥/ ¥/0 [

Anal a ony nternals Help gain: (F[v[& a)

& center._frequency: [¥|[9.388¢+08 e

Filter: | ticmp && gsmtap v | Expression... Clear Apply Shra
No Tine Source Destination Protocol Lengtt{ T T T !
9.3+08 9.4e+08 9.50+08 9.6et

608 43.39878500€127.0. 127.0.0.1 GSHTAP 81
610 43.45222500€127.0. 0.1

612 43.45623000€127.0. 0.1

614 43.46272200€127.0. 0.1

616 43.51803700€127.0. 0.1

618 43.52489900€127.0. 0.1

620 43.53026400€127.0. 0.1

622 43.58538300€127.0. 0.1
624 43.58944200€127.0. 0.1 GSHTAP 81
0. 0.1 GSHTAP 81

0. 0.1

0. 0.1

0. 0.1

0. 0.1

0. 0.1

0. 0.1

0. 0.1

0.1

0.
0.
0.
0.
0.
0.
0.
0.
0.
626 43.64576000€127.0.0. .0.0.
628 43.65512300€127.0.0. 127.0.0. GSHTAP 81
630 43.66085300€127.0.0. 127.0.0. GSHTAP 81 40
632 43.71212300€127.0.0. 127.0.0. GSHTAP 81
634 43.71768600€127.0.0. 127.0.0. GSHTAP 81
636 43.72115300€127.0.0. 127.0.0. GSHTAP 81
638 43.78267500€127.0.0. 127.0.0. GSHTAP 81 60
640 43.78544300€127.0.0. 127.0.0. GSHTAP 81
642 43.79372700€127.0.0. 127.0.0. GSHTAP 81
644 43.84476300€127.0.0.1 127.0.0.1 GSHTAP 81
> Frame 22: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface 80
60_00:00:00 (00:00:00:00: 6

b Ethernet II, Src: 00:00:00 00), Dst: 00:00:00_00:60:00
> Internet Protocol Version 4, Src: 127.0.6.1 (127.0.6.1), Dst: 127.6.6.1 (127.0.8)
»User Datagram Protocol, Src Port: 66524 (60524), Dst Port: 4729 (4729)
»GSM TAP Header, ARFCN: O (Downlink), TS: @, Channel: CCCH (6) -100
»GSM CCCH - Paging Request Type 1

GSMTAP. 81
GSHTAP 81 Data 0
GSMTAP. 81 o
GSMTAP. 81
GSMTAP 81
GSMTAP. 81
GSHTAP. 81 20+

~ Minimum Powe

~ Maximum Powe

Power (dB)

1204
0000 00 00 00 00 00 00 00 00 00 00 00 00 08 00 45 00 ........ ..... E |
0010 00 43 7c 2a 40 00 40 11 O 7d 7f 60 00 O1 7f 00  .C|*@.Q. .}..
0620 60 01 ec 6c 12 79 00 2f fe 42 02 04 01 00 00 00 Ly./ .B.. 140
0630 5 00 00 06 cd e5 62 00 60 00 15 66 21 60 01 fO i

938.000 938.500 939,000 939.500

@ 1 annhack: <live canture inn Packets: 644 - Disnlaved: 312 (48 4%)

GNU C++ version 4.9.1; Boost 105500; UHD 003.007.003-0-unknown

MNC:
MNC:
MNC: 49,
MNC: 9,

MCC:
MCC: 293,
MCC: 293,
MCC: 9,

40, Pwr: -35
40, Pwr: -33
Pwr: -27
Pwr: -29

0, LAC: 100, 293,
1313, LAC: 100,
501, LAC: 100,

@, LAC: 0,



Varnostna analiza GSM v letu 212

mobitel_dokaz.pcap [Wireshark 1.6.7 ]

S &l el mEXCE Q- 3T 4 BB sl & -
Filter: |lapdm = Expression... Clear Apply
Destination Protocol Length Info

127.0.0.1 LAPDm 81 U, func=UIl

127.0.0.1 LAPDm 81 U, func=UI({DTAP) (RR) System Information Type 5
127.0.0.1 LAPDm 81 U F, func=UA(DTAP) (RR) Paging Response

127.0.0.1 LAPDm 81 I, N(R)=1, N(5)=0(DTAP) (RR) Ciphering Mode Command
127.0.0.1 LAPDm 81 U, func=UI{DTAP) (RR) System Information Type 3
127.0.0.1 LAPDm 81 U F, func=UA(DTAP) (MM) CM Serwvice Reguest
127.0.0.1 LAPDM 81 I, N(R)=1, N(S)=0(DTAP) (RR) Ciphering Mode Command
127.0.0.1 LAPDm 81 U, func=UIl

127.0.0.1 LAPDm 81 U, func=UI{DTAP) (RR) System Information Type 5
127.0.0.1 LAPDmM 81 U F, func=UA(DTAP) (RR) Paging Response

127.0.0.1 LAPDm 81 = = i i and

P Protocol Discriminator: Radio Resources Management messages
DTAP Radio Resources Management Message Type: Ciphering Mode Command (0x35)
.1 = SC: Start ciphering (1)
. = Algorithm identifier: Cipher with algorithm A5/1 (0)

.0 ... = CR: IMEISV shall not be included (0)

DD"'D 00 A2 kL7 @1 AN NN AN 11 oC & T NN oan N1 7F NN . i ]

0020 00
0030 24
0040 2b
0050 2b +

@ Algorithm identifier (gsm_a.algorithm_identifier), 1... - Packets: 671 Displayed: 11 Marked: 0 Load time: 0:00.018 Profile: ...

Nekateri operaterji so uporabljali Sifrirni algoritem A5/1...



Varnostna analiza GSM v letu 212

lo (loopback) [Wireshark 1.7.2 (SVN Rev 42711 from /trunk])] A BEBsl B & fy «) 19:26 R offlinehacker %

é File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
— EX ¥ EEX@S Aac»wFLEB QAR @¥E % B
' Filter: Igsmtap Ll Expression... Clear Apply Save |
‘!i No. |Time | Source | Destination | Protocol | Lengthl Info :I_
a 3825 68.987088000 127.0.0.1 127.8.8.1 GSMTAP 81 (CCCH) (RR) Paging Request Type 1
3826 69.013994000 127.0.0.1 127.8.8.1 GSMTAP 81 (CCCH) (RR) Paging Request Type 1
E 3827 69.033247000 127.0.0.1 127.0.0.1 GSMTAP 81 (CCCH) (RR) Immediate Assignment
3828 69.107356000 127.0.0.1 127.8.8.1 LAPDm 81 U, func=UI(DTAP) (RR) System Information Type 5
3846 69.176329000 127.0.0.1 127.0.0.1 LAPDm 81 U, func=UI
3847 69.195339000 127.0.0.1 127.8.8.1 LAPDm 81 U, func=UI
N 3851 69.264335000 127.0.0.1 127.8.8.1 LAPDm 81 U P, func=SABM(DTAP) (RR) Paging Response
8 3861 69.430295000 127.0.0.1 127.8.8.1 LAPDm 81 U F, func=UA(DTAP) (RR) Paging Response
™ 3878 69.499130000 127.0.0.1 127.8.8.1 LAPDm 81 I, N(R)=8, N(5)=08(DTAP) (RR) Classmark Change J
_ 3882 69.578184000 127.0.0.1 127.8.8.1 LAPDm 81 U, func=UI(DTAP) (RR) System Information Type 5
3890 69.647263000 127.0.0.1 127.8.8.1 LAPDm 81 U, func=UI(DTAP) (RR) Measurement Report
ﬁ o 3891 A9.ARS25208A 127.A.A.1 127.8.0.1 L APDm 81 T. N(R)=1. N(S)=A (Fraament) | _Iﬂ
a4 3
T — ST COPOUTITITy T oo PT U Pt COpUDItITy T TUUI e S TOTIUT SUPPUT to MOT I Tt oMo Te e PO T o PO TS B
& .8.. = VBS notification reception: no VBS capability or no notifications wanted
..0. = VGCS notification reception: no VGCS capability or no notifications wanted
— ... ...1 = FC Frequency Capability: The MS does support the E-GSM or R-GSM
1... .... = CM3: The M5 supports options that are indicated in classmark 3 IE
— .0.. .... = Spare: @
- ..1. .... = LC5 VA capability (LCS value added location request notification capability): LCS value added location reguest notification capability supporte
o ..1 .... = UCS2 treatment: the ME has no preference between the use of the default alphabet and the use of UCS2
.... B... = SoLSA: The ME does not support SolLSA
.... .B.. = CMSP: CM Service Prompt: Network initiated MO CM connection reguest not supported
— ..k..1. = A5/3 algorithm supported: encryption algorithm A5/3 available
/ ee.. ...B = A5/2 algorithm supported: encryption algorithm AS5/2 not available =l
— ‘I ,,,,,,, I _>I
0830 3c d4 80 1f f5 96 08 @0 0P 00 ©1 B0 45 06 16 83 <....... ....E... =]
0040 53 19 20 09 60 14 28 04 0 01 Ga 10 80 2b 2b  S.J .T.( ...... ++
0850 2b +

-

Ce je mobilni telefon rekel, da podpira A5/3...

4




Varnostna analiza GSM v letu 212

lo (loopback) [Wireshark 1.7.2 (SVN Rev 42711 from ftrunk])] A Esl B\ = 1y «) 1928 1R offlinehacker %

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

SEeee pPEAXEE AerwTLEEQQAf EEH % 8

®
' FiIter:Igsmtap LlExpression... Clear Apply Save |
‘!i No. Time Source Destination Protocol Length | Info :I_
3891 69.665252000 127.0.0.1 127.8.8.1 LAPDm 81 I, N(R)=1, N(5)=8 (Fragment)
5 3895 69.7352056000 127.0.0.1 127.8.8.1 LAPDm 81 I, N(R)=1, N(5)=1(DTAP) (RR) GPRS Suspension Request
3896 69.9013076000 127.0.0.1 127.8.8.1 LAPDm 81 I, N(R)=2, N(5)=1(DTAP) (MM) Authentication Request
‘ 3905 69.970288000 127.0.0.1 127.8.8.1 LAPDm 81 5, func=RR, N(R)=2
E 3907 70.048271000 127.0.0.1 127.8.8.1 LAPDm 81 I, N(R)=0, N(5)=8
3910 70.118248000 127.0.0.1 127.8.8.1 LAPDm 81 U, func=UI(DTAP) (RR) Measurement Report
= 3911 70.136272000 127.0.0.1 127.8.8.1 LAPDm 81 U, func=UI
= 3914 70.205219000 127.0.0.1 127.8.8.1 LAPDm 81 I, N(R)=2, N(5)=2(DTAP) (MM) Authentication Response
- .0.0.1 .0.0.1 N(R)=3, N(S)=2(DTAP) (RR) Ciphering Mode Command ]
4076 74.114093000 127.0.0.1 127.8.8.1 GSMTAP 81 (CCCH) (RR) Paging Reguest Type 1
—— 4077 74.147044000 127.0.0.1 127.8.8.1 GSMTAP 81 (CCCH) (RR) System Information Type 1 -
e — | 5
b Frame 3934: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface @ [=]
& b Ethernet II, Src: 00:00:00 00:00:00 (00:00:00:00:00:00), Dst: P0:00:00 00:00:00 (PO:00:00:00:00:00)
" b Internet Protocol Version 4, Src: 127.0.0.1 (127.0.0.1), Dst: 127.0.0.1 (127.0.0.1)
‘/ b User Datagram Protocol, Src Port: 45898 (45098), Dst Port: gsmtap (4729)
& b GSM TAP Header, ARFCN: 101 (Downlink), TS: 1, Channel: SDCCH/8 (@)
> | Link Access Procedure, Channel Dm (LAPDm)
o ~ GSM A-I/F DTAP - Ciphering Mode Command
b Protocol Discriminator: Radio Resources Management messages
DTAP Radio Resources Management Message Type: Ciphering Mode Command (8x35)
~ Cipher Mode Setting
...1 = 5C: Start ciphering (1) =
808. = Algorithm identifier: Cipher with algorithm A5/1 (@)
G S &
[Emeose 2f ff o6 1f f6 53 es oo 00 o9 03 64 od 06 35 (] /....S.. ...d..5} B
8648 2b 2b 2b 2b 2b 2b 2b 2b 2b 2Zb 2b 2b 2b 2b 2b 2b -+ HHHH
8058 2b +

_

4

...je omrezje odvrnilo, da podpira samo A5/1.



Varnostna analiza GSM v letu 212

Capturing from lo (loopback) [Wireshark 1.7.2 (SVN Rev 42553 from /trunk]]

File Edit View Go Capture e Statistics Telephony Tools Internals Help

e & & Qé - 3T 4 BB oM dEEX @

Filter: |gsmtap | 3 | Expression... Clear Shrani
No. Time Source Destination Protocol Length Info
3773 22:26:20.514226000 127.0.0.1 127.0.0.1 GSMTAP 81 (CCCH) (RR) Immediate Assignment
3774 22:26:20.541699000 127.0.0.1 127.0.0.1 GSMTAP 81 (CCCH) (RR) Paging Request Type 1
3775 22:26:20.578433000 127.0.0.1 127.0.0.1 LAPDm 81 U, func=UI
3778 22:26:20.647704000 127.0.0.1 127.0.0.1 LAPDm 81 U P, func=SABM(DTAP) (MM) CM Service Reguest
3779 22:26:20.813785000 127.0.0.1 127.0.0.1 LAPDm 81 U F, func=UA(DTAP) (MM) CM Serwvice Reqguest
3782 22:26:20.884139000 127.0.0.1 127.0.0.1 LAPDm 81 U, func=uUI
3783 22:26:20.887652000 127.0.0.1 127.0.0.1 LAPDm 81 U, func=UI(DTAP) (RR) System Information Type 5
3786 22:26:20.956903000 127.0.0.1 127.0.0.1 LAPDm 81 U, func=UI(DTAP) (RR) Measurement Report
3787 22:26:21.049291000 127.0.0.1 127.0.0.1 LAPDm 81 I, N(R)=0, N(S)=0(DTAP) (RR) Ciphering Mode Command
3790 22:26:21.118537000 127.0.0.1 127.0.0.1 LAFDm 81 S, func=RR, N(R)=1
3791 22-26A-21 284824000 127.0.0 1 127.0.0 1 1L__func=1T

L APTm 21

» Internet Protocol Version 4, Src: 127.0.0.1 (127.0.0.1), Dst: 127.0.0.1 (127.0.0.1)
* User Datagram Protocol, Src Port: 58444 (58444), Dst Port: gsmtap (4729)
B GSM TAP Header, ARFCN: 22 (Downlink), TS: 0, Channel: SDCCH/& (5)
® Link Access Procedure, Channel Dm (LAPDm)
¥ GSM A-I/F DTAP - Ciphering Mode Command

* Protocol Discriminator: Radio Resources Management messages

DTAP Radio Resources Management Message Type: Ciphering Mode Command (0x35)
¥ Cipher Mode Setting

= SC: No ciphering (0)
¥ Cipher Mode Response

.1 .... = CR: IMEISV shall be included (1)
0010 00 43 4f b1 40 00 40 11 ec f6 7f 00 00 01 7f 00 fo.@e.@. ........
0020 00 01 e4 4c 12 79 00 2f fe 42 02 04 01 00 00 20 -..Luy./ Bo.L.
0030 321 ff 00 19 7f 4b 08 00 05 00 03 00 Od 06 35 n@ L SI
0040 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b FHEdbEEd bR
0050 2b +

v =

V enem omrezju je bilo mogoce celo izkljuciti Sifriranje...



Sifrirni klju¢ Ki je shranjen na SIM kartici in v HLR registru.
Sejni Sifrirni klju¢ Kc se izracuna s pomocjo Kiin se
uporablja za Sifriranje SMS iz govorne komunikacije.

()
q

1 / \GSM ] RAND
- % network B 128-bit

HLR: Ki + RAND @ A3 = SRES SIM kartica: Ki + RAND @ A3
- SRES

GC[HH )
gﬁssn ( 1 ) SRES

omrez;)/— 32-bit '




3- Na obeh straneh se izracuna Kc (z
uporabo algoritma A8):

Ki + RAND @ A8 = Kc

—D

4 o GSM A

A Sifrirani podatki

an/reije \/ B
. o Y

Ce je SRES na obeh straneh enak,
imata omrezje in mobilni telefon
enak Kc. To pomeni, da je sejni kljuc
»izmenjan« ne da bi bil prenesen
Cez omrezje. Zdaj se podatki Sifrirajo
z Kc + A5/x. »Po zraku« se
prenasajo samo Sifrirani podatki.




f(ke)

VSEBINA PODATKOVNEGA IZBRUHA V GSM

72 || FE||BC|| 10| 74 || 70 || C4

N\ /
"ENKRATNI” KLJUC ZA SIFRIRANJE PODATKOVNEGA TOKA
_:—_—_T—l_“'h.

D1||E8S8||02||BF||B7||AO0||86||BB||37||E3||E3||E8|| 02

¢S|FR|RANO SPOROCILO (XOR) — A — Kraken

A3||16 | BE||AF||C3|IDO||42]|j90 ] 1C|JC8||C8 || C3 || 29




Nakljuéno vs. nenakljucéno bitno zapolnjevanje

(Random padding vs. non-random padding)

Sub-slot: @
- Link Access Procedure, Channel Dm (LAPDm)

b Address Field: @xed
b Control field: U F, func=UA (8x73)
b Length Field: @xe1l

Uy ©Ug Ul DO 0d IZ 79 U9 21 1 32 U2 oF Ul Ul U g ..... Yol «Buaaas F
0830 ba 88 88 17 4d 35 08 88 00 88 LEENEN 2b 2b 2b N L T H"‘H
B848, 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2Zb FHHH AR RS
BE58 " 2h

| +

~ GSM A-I/F DTAP - Identity Request
P Protocol Discriminator: Mobility Management messages
ea.. .... = Sequence number: @
..01 1880 = DTAP Mobility Management Message Type: Identity Request (0x18)
geee ... Spare bit(s): @
b Identity Type

T OO0 OO0 IZ /9 og Z1 T8 &7 B2 UF Ul Ul og oo ..... Y./ .B..... |
0838 bd 80 660 17 4c 9c 88 60 08 80 63 54 od [EENERGE c...L... T!
Be4a 2 da c9 32 8d 59 71 d1 8e ce 4e 6e 35 dd 65 25 ...2.¥g. ..Nn5.e%

0050 “bd ]



Na mobilno stevilko pricnemo posiljati tihe SMS. Hkrati na
omrezju opazujemo katera TMSI stevilka prejema (Sifrirane)
podatke.

()

TMSI

GSM
omreZje Mobilni telefon ne
prikaze tihega SMS

sporocila.




1))

w {F:

C omreje | sllfrlranl podatki '
o : &/
A3||16||BE||AF|IC3|IDO|j42]|90]J1C||C8]IC8]|]|C3

VSEBINA PODATKOVNEGA IZBRUHA V GSM

29 e
O ®
(T

72

FE

BC

10

74

70

Cc4

Kraken

»1z zraka« pasivno zajamemo Sifrirane podatkovne pakete.
Z ugibanjem vsebine GSM izbruha (ugibanjem zapolnitvenih

bitov) izracunamo »enkratni« Sifrirni kljuc.

S pomocjo kriptoanalize rekonstruiramo sejni kljuc Kc.
V procesu ne potrebujemo fizicnega dostopa ne do SIM

kartice, ne do mobilnega telefona niti do mobilnega
omrezja!

Ve

Kc




Kriptoanaliza v praksi

Using prediction & { "methot "offset”, "args": { "offset": 5, "prediction”: "03620d8518032b2b2b2b2b2b]
: 3}, "seek mode": "normal"}
Using file crack/bursts_20120431 1431 112 345289 49.dat

Start of cipher is at frame 345394
/home fosmocomfosmocom-bb/srcfhostflayer23/src/misc/prediction_methods foffset.py:11: FutureWarning: The §
uture versions. Use specific 'len(elem)' or 'elem is not None' test instead.

if not cframe:
.fgsmcrack.py:608: FutureWarning: The behavior of this method will change in future versions. Use specif 4) 17:06 2 offlinehacker 4
st instead.

if (not prediction_data) or (not frame):
Cracking ul: ® frame 345481 with prediction, ©3620d@518832b2b2b2b2b2b2b2b2b2b2b2b2b2b2b2b2b
Using burst 1
Running kraken for keystream 000000101010011101000111001000101000011000101001111111111010010011100100001 =
ACUsing iburst' @
Running kraken for keystream 110000011811000011160100001011010611101601011010011001160116100001611611111:
crack 1d &t U B

0 0bb45a7386f7fd3e @ ation Type 6
ult for crack: © b85daa40e9fesefy 17 eport

“Chraben was “Ucchfull
Trying to find Kc for burst 1
Trying to find kc for key @bb45a7388f7fd3e, offset @, framecountl 532624, framecount2
11001000101000011000101001111111111010010011100160001111011161101161100111001160000108001111

537 alA (RP) RP-DATA (Network to

ation Type 5

Kc was found eport =
Key crack/bursts 20120431 1431 112 345289 49.dat for capture il e found with O
rule @ in ® rounds [<]
('crack/bursts_20120431_1431_112_345289 49.dat', 'cd170¢ 1. 0, 0)
H S (git::sniffer)
. = TP-MMS: No more messages are waiting for the MS in this sC
...... 00 = TP-MTL: SMS-DELIVER (©)
b TP-Originating-Address - (1919) b
b TP-PID: ©
b TP-DCS: ©
b TP-Service-Centre-Time-Stamp
TP-User-Data-Length: (81) depends on Data-Coding-Scheme
SMS text: Najdi.si SMS (od 04€ ): test\n(Mobitelova mobilna stran http://m.mobitel.si ) =
016 B4 81 91 91 ©U U0 ot o v 91 8U CE DO =
po20 (X =
Frame (81 bytes) Reassembled LAPDm (101 bytes)l
Gl The text of the SMS (gsm_sms... | Packets: 2892 Displayed: 256 Marked: 0 | Profile: Default -



Z3a ponarejanje mobilne identitete potrebujemo:
e IMSI Stevilka (jo pridobimo z SS7 vpogledom),

e TMSI Stevilka (jo zajamemo iz omrezja),

e sejni Sifrirni klju¢ (ga pridobimo s kriptoanalizo),

e zaporedna Stevilka klju¢a (anqg. key sequence number - jo
Z3jamemo iz omrezja).

Ce omrezje uporablja A5/0, potrebujemo samo TMSI in
zaporedno stevilko kljuca - kriptoanaliza ni potrebna!

matej@cryptopia: ~
matej@cryptopia: ~ ® matej@cryptopia: ~
Attach bulit in test SIM
Attach spoffing SIM
Attach SIM from reader
Detach SIM card
Enter PIN for SIM car
n Disable PIN of SIM car
n Enable PIN of SIM car
e-pin Change PIN of SIM car
c in Change PIN of SIM car
Change LAI of SIM car

M NAME N

0s
0s
0s
Os
Os
0s
0s

ey vegs ) | - v
n spoof 1 293—0 - ¢ Dve SMS sporocili poslani z lazno

LE?DNEOUENCE Key sequ . . 0
T gy —— mobilno identiteto.




Lovilci IMSI Stevilk

V osnovi so to lazne bazne postaje.

® ROHDE&SOHWARZ _ cuw o0 - wosawwD ADIOconNATION TESTER

Alibaba.com Sourcing Solutions Services &

ip Help & C¢

Global trade starts here.

Categories Products v What are you looking for

Home > Products > Telecommunications > Communication Equipment > Other Telecommunications Products (103492) Subscribe to Trade Alert

IMSI catcher
FOB Reference Price:Get Latest Price

Us $1,800 t 1 Unit/Units (M

[ Contact Supplier

\7 Add to My Cart

orders.

ZOoM
View larger image

Payment: This supplier also supports Western Union payments for offline



Najprej se lazno predstavijo kot legitimna bazna postaja
nekega omrezja.

Nato mobilnim telefonom v blizini sporocijo lazno LAC
kodo (Location Area Code).

Zdaj mobilni telefoni kontaktirajo IMSI lovilec (z tim.
Location Update proceduro), a s svojo TMSI stevilko.

IMSI lovilec se zdaj zlaze, da je TMSI stevilka potekla in
zahteva ponovno avtentikacijo (tim. re-authentication).

Mobilni telefoni zdaj lovilcu javijo svoji IMSI in IMEI stevilki.

IMSI lovilec zdaj rece, da ne more sprejeti telefona
(Location Update Reject) in ga preusmeri nazaj k
izvornemu omrezju.

Ali pa tudi ne... v tem primeru lovilci s telefonom lahko
pocnejo se marsikaj...



IMSI lovilci - jih lahko zaznamo?

I ————
AW I @MRE QK >V A=< 5 80w

N e212.imsi EED -| Expression... +
No. Time Source Destination Protocol Length Info

24.. 56.627398.. 127.0.0.1 127.0.0.1 GSMTAP 81 (CCCH) (RR) Paging Request Type 1

34.. 81.125671.. 127.0.0.1 127.0.0.1 GSMTAP

81 (CCCH) (RR) Paging Request Type 1

» User Datagram Protocol, Src Port: 57272, Dst Port: 4729
» GSM TAP Header, ARFCN: 0@ (Downlink), TS: ®, Channel: CCCH (5)
v GSM CCCH - Paging Request Type 1

» L2 Pseudo Length

» .... 0110 = Protocol discriminator: Radio Resources Management messages (0x6)
Message Type: Paging Request Type 1
» Page Mode

» Channel Needed

v Mobile Identity - Mobile Identity 1 - ImsI (i ENEGEGND

Length: 8
0010 .... = Identity Digit 1: 2

.. Odd/even indication: 0dd number of identity digits
.001 = Mobile Identity Type: IMSI (1)

[
Il

Mobile Country Code (MCC): Slovenia (293)

Mobile Network Code (MNC): SI Mobil (40)
» P1 Rest Octets

00 43 70 31 40 00 40 11 cc 76 7T 00 0O @1 7T 0O

0030 J
0040 2b 2b

2b

© 7 International mobile subscriber identity(IMSI) (e212.imsi), 8 bytes Packets: 4196 - Displayed: 2 (0.0%) - Load time: 0:0.83 - Profile: Default



IMSI lovilci lahko:
e razkrijejo lokacijo mobilnega telefons,

 mobilnemu telefonu ponudijo omrezno povezljivost in
izvedejo napad s posrednikom (tim. MITM napad),

» poklicejo telefon ali mu posljejo SMS mimo omrezja.

Please notice that,
Trojan is running on
this phone. Take this

chance.

You have applied to
get your login
password, verification
code: 488056. Please
input the code within

minutes. Our staff

won't ask your code,

please don't disclose
it. [Alipay]

You have applied to

change your password,
verification code: 642465
2465 [P A BT R [Any attempt to ask this

2 A i= e 3 verification code from
: 3 BHERGH W other is fraud, please
. 1 MEELWE AR dodn'l d{sclose it] If you
idn"t change your
l"ﬂx‘ password, please call
— 95188. [Alipay]

PSR RBNES

| PRRS R

Kitajska SMS SPAM sporocila. Ukrajina — sporocilo protestnikom.




IMSI lovilci lahko tudi:

e izolirajo mobilni telefon od omrezjs,
e mobilni telefon za¢asno onemogocijo (tako, da je potreben

ponovni zagon) ali mu hitro izpraznijo baterijo,

» izvedejo tihi klic, kar omogoca prisluskovanje okolici

telefons,

e N3 daljavo namestijo zlonamerno programsko opremo (tim.

baseband attack).

Silent Call - umts

Mode: Reported Up Link Level
[ | |60 dBm
Reported Down Link Level

Clear channel (10EE3 [ | 73dBm

IM5]

Feal network LAC.  BE
Mohile T+ power | OdBm  Up Link Freq | 19425 MHz

Status:

Silent callin progress

Stop .

—s— Uplik _—&— Dowi Lk
T T

R Laval, dBr
322823
f

+ t + + + t
[ 5 10 15 20 25 30 35 an a5 50 55 50
Time, Seconds

UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

IN THE MATTER OF AN APPLICATION OF
THE UNITED STATES OF AMERICA FOR
AUTHORIZATION TO CONTINUE TO
INTERCEPT ORAL COMMUNICATIONS
OCCURRING AT (i) THE SEATING AREA
INSIDE BRUNELLO TRATTORIA, 227 EAST
MAIN STREET, NEW ROCHELLE, NEW YORK
10801; (ii) THE SEATING AREA INSIDE
MARIO'S RESTAURANT, 2342 ARTHUR
AVENUE, BRONX, NEW YORK 10458;

(iii) THE SEATING AREA INSIDE
AGOSTINO'S RESTAURANT, 969 BOSTCN
POST ROAD, NEW ROCHELLE, NEW YCRK
10801; AND (iv) THE SEATING AREA

INSIDE THE MARINA RESTAURANT, WRIGHT
TEOT ANMTY MADTNRA 2GnN MRA¥FE AVRENITE . NREW

APPLICATION FCR AN
ORDER AUTHORIZING THE
INTERCEPTION OF ORAL
COMMUNICATIONS



Signalling System #7/ je protokol za izmenjavo podatkov
med telefonskimi operater;ji.

SS7 omogoca dostop do Home Location Registra, Visitor
Location Reqistra in Mobile Switching Centra...

Vendar pa je avtentikacija v SS7 pomanijkljiva. Zato je z
zlorabo SS7 mogocih nekaj zanimivih napadov...

Legitimna uporaba: CAMEL (Customised Applications for
Mobile networks Enhanced Logic):

 Uporabnik gostuje v tujem omrezju.

e Uporabnikov HLR pove gostujocemu VLR, naj MSC pred vsakim
klicem, ki ga zeli opraviti uporabnik, kontaktira gsmSCF (GSM
Service Control Function) v domacem omrezju in vprasa kaj naj
stori s klicem.

« Ce uporabnik Klice “lokalno stevilko”, gsmSCF $tevilko prepise v
mednarodni format (+386...) in sporoc¢i MSCju naj poklic¢e to
stevilko.



gsmSCF funkcijo pa je mogoce tudi zlorabiti...




Napadalec se pretvarja, da uporabnik gostuje v
njegovem omrezju... Od te tocke dalje so vsi
dohodni klici in SMS sporocila preusmerjeni k
napadalcu.

AFEE /daj se zrtev zeli prijaviti v bancni

eObvescanje S

g . racun. Ker uporablja dvofaktorsko
e B ovtentikacijo, ji banka poslje SMS

M:Enkratno geslo:

L sporocilo z mTAN dostopno kodo...

F:sms S:0n-Demand Tokencode
M:Enkratno geslo:
Veljavnost: 15 minut

d 1

F:sms S:0n-Demand Tokencode
M:Enkratno geslo:

e Ali pa se zrtev zeli prijaviti v interno
i s il OMrezje slovenske vlade... :-)

Veljavnost: 15 minut
13.d ‘

@ Poslji nezavarovan SMS







/ascita

&S




2VO0NA
KARTICA

L] L

T et iy | 11111 =5

® &G

= .l @ 22:49

== 1469 Mate
= (469) MOBILE | -',J!;.L.',.',;__F

P—

100:19

SECURE CONNECTED

Matej
pewriter WC59EQIAAAYPAAKQDbHfvgINAAef

ENH/0ICoXKRf|6XTteR4tuMIAQ

toqKABYeH)e/
N92ABHMEUCIQCKzfTVz8zSW

.
X ]
S o

Test 2G only.

End call | 4 Dela

stormy aftermath Type message send &

60/60 (1) @

= (]

ResSitev: uporaba podatkovnega prenosa in Sifriranje
komunikacij na nivoju aplikacij.




Fle Edit Wiew Go Capture Analyze Statistics Help

SGrRcuw Re-+FE EEacoaR @EEH-
—— L . N
Q & :Ej & % & = @ ﬁ @ .< @ Potisti | ¢ Uporabi

B e

Filter: + | Expression...
No. Time Source Destination Length Protocol Info e e S1p: . fla212.1] =
T il - : g
20: Jest: INVITE sip:015805373@212.1 , with| l
. us: FyLn
20:10:32.667 Detected 2 VoIP Calls. Selected 1 Call Y .g L
20:18:32.669| . N e
Start Time v Stop Time Initial Speaker | From To Protoca  Packets  State Comments dest: ACK s1p:015805S373@212.1 -

wozsase 216082 | ss3a011y QDD <sivos QRS- » 7 compLer e o o iiest: INVITE sip:O158053736212.1 4 . with
iAo bed Kovacict s . = 52 tus: 100 Trying

52 tus: 180 Ringing

[ s Bl cdp. ] 12 9
52 [ S

tus: 200 OK

tus: 487 Request Cancelled

dest: ACK s1p:015B05373@212.1 -

20:10:39.671  102,384695 1
20:18:48.173
20:10:41.175
10 20:10:42.669
11 20:10:42.671 — S ——
12 20:10:43.179 52
13 20:10:47.665

F D 0
.pcap - VoIP - RTP Player

1
2
3
4
5 20:10:33.454 OM" question AAAA cr
6
7
8
9

14 20:10:47.667. 258 %s s 28s 2s s Hs 2s
15 20:10:50.715 & [From 172.16.0.116:5062 to (P Ouration:64,04 Drop by Jitter Buff:0(0,0%) Outof Seq: 0(0,0%) WrongTim
: : . b | )
16 20:10:50.777 712.1 )
17 20:10:52.669
18 20:10:52.670 Prepan | —#iiw- - - . e e

encrypted_srtp_audio

> Frame 1: 44 bytes wwwrrc ooz vra

» Linux cooked caFture e o o = |_I - 0 |_| |_|
> Address Resolution Protocol (reques | g rrom (Y o 172.16.0.116:5062 Duration:6{=| b W) » ® = o o ]
Pler k| 4w 36-24-120 S| -36-24-12 0
- W T e BiE Y- 0w 80| o (| & 28| 2|L,
View a¢ -
I Q " 5| ALSA | 2 | 49 | default 2| A default 2| 2 (stereo)v | 2
9900 ©0 00 8O ©1 60 86 B 18 84 1b| Jitter buffer[ms] 50 |2 [] UseRTP timestamp Decg
L2165 66 01 68 62 66 64 60 61 6 14 -3,0 -2,0 -1,0 'JKP 1,0 20 30 40 50 60 7,0 80 90 10,0 11,0 12,0 13,0 14,0 150 | %
pe20 ©0 01 00 60 00 @0 0O 00 ac 18 X|encrypted_ ¥ ] 1,0 Def...
Mono, 44100Hz
32-bitno plavajoce| 0,5-
O® File: "/home/mate;/ N  P:ckets: 9799 Displayed: 9799 Mark... - Prol [ Utifaj | Selo
- + | 0,0~
o
L D [-05-
o
o -1,0
pEkyenes Zatetek izbora: @® Konec () Dolzina  PoloZaj zvoka:

projekta (Hz):
44100 | = Skofina.. [ | 0D0u0O0mO00.000s¥Y 00u0OmMOO0.000sY 00uDOmMOD.000sY



Z3 sifriranje mobilnih komunikacij obstaja vec aplikacij.

Ena izmed boljsih je aplikacija Signal, podjetja Open
Whisper Systems. Na tehnicni ravni uporablja:

e« mocne Sifrirne algoritme,

e poudarjeno zaupnost (perferct forward secrecy ter future
secrecy),

zaznavanje napadov s posrednikom (MITM napadov),

Sifriranje od zacetne do konc¢ne tocke (tim. »end-to-end«
Sifriranje),

podporo asinhroni komunikaciji,

Sifrirmno lokalno shrambo sporodil.

TehniCna resitev preprecuje prisluskovanje na omrezju ter s
strani operaterja.



Aplikacija Signal

Uporabniski vidik:

« enostavna za uporabo,

After reading the code, |

- b rez p | aéﬂa y literally discovered a line of drool

running down my face. It's really
nice.

— Matt Green, Cryptographer, Johns

° Odprtokodnal Hopkins University
e 3plikacija je bila varnostno preverjena.

Ef) A PROJECT OF THE ELECTRONIC FRONTIER FOUNDATION
j SURVEILLANCE SELF-DEFENSE k

I am regularly impressed
W|th the thought and care pUt Tips, Tools and How-tos for Safer Online Communications S|gna| iS the mOSt Scalable

into both the security and the encryption tool we have. Itis free

usability of this app. It's my first
choice for an encrypted

Want a security
starter pack?

and peer reviewed. | encourage
people to use it everyday.

Start from the beginning with a selection of simple

conversation.
steps. — Laura Poitras, Oscar winning

filmmaker and journalist

— Bruce Schneier, internationally
renowned security technologist



Na streznikih se belezi minimalno stevilo prometnih

podatkov. Attachment A
Account Information
. e
Last connection date: _Unix millis
I
Account created: _Unix millis

MogocCa je dodatna anonimizacija:

e uporaba OWS posredniskega streznika,

e registracija "nepovezane telefonske stevilke”,
e teoreticno: uporaba preko Tor omrezja,

e aplikacija vsebuje tudi tehnologije za zaobid cenzure (tim.
domain fronting).



Tehnologijo »priporoca« celo NSA! :-])

TOP SECRET/COMINT//REL FVEY//20340601

Capabilities Development Risk
Matriv (1)

Impact
=

to production

Use
Risk

V

OTR, Tor,
Mail.ru, Smartphones,
TeamViewer, Zoho.com
webmail,
TrueCrypt

Fivewes,
Document Facebook
tracking chat
presentation

Tor+ Trilight
Zone + Cspace
+ ZRTP VolP
client on Linux

Current
Highest Priority
Target Use

Current
Operational
Target Use

Current Low
Priority/Previou
s Higher
Priority Target
Use

Technical
Thought Leader
Recommendati
ons,

Fvnari #atin

TOP SECRET//COMINT/REL FVEY//20340601

Things become "catastrophic" for the NSA at level five - when, for example, a subject
uses a combination of Tor, another anonymization service, the instant messaging system
CSpace and a system for Internet telephony (voice over IP) called ZRTP. This type of
combination results in a "near-total loss/lack of insight to target communications,
presence," the NSA document states. (Der Spiegel)



Pri Open Whisper Systems so v letu 2013 razvili
kriptografski protokol Signal.

Trenutno je protokol implementiran v:

e Facebook Messenger (od julija 2015) - mesecno ima
okrog milijardo uporabnikov,

e WhatsApp (od aprila 2016) - ima vec kot milijardo
reqistriranih uporabnikov,

e Google Alo (od septembra 2016) — od oktobra 2016 je
Google Alo privzeta aplikacija za sporocila na Pixel
mobilnih telefonih,

e Viber (od maja 2015) - implementiran samo delno - ima
vec kot 100 milijonov mesecno aktivnih uporabnikov.

Vseeno pa je aplikacija Signal se zdalec najbolj varna resitev.



Uporaba anonimizacijskih tehnologij povecuje latenco. Zato
realno¢asovna (govorna) komunikacija ni mogoca!

Vendar pa Signal podpira posiljanje zvocnih sporocil.
Posiljati jih je mogoce preko omrezja Tor.

V skupinskih pogovorih jih je mogoce uporabiti kot
popolnoma anonimnen PTT (“push-to-talk”) sistem.

Nekateri razvijajo tudi resitve, ki omogocajo visoko
anonimnost in celo ne potrebujejo centralne infrastrukture.
Primeri:

* Ring je VolP odjemalec, ki podpira decentralizirano
komunikacijo, anonimne identitete P2P iskanje in P2P
povezave.

e Briar (Se v razvoju) je aplikacija za posiljanje Sifriranih
sporocil in izmenjavo preko forumov, uporablja P2P
povezovanje, ne potrebuje internetne povezave (!) in ne
uporablja oblacnih resitev.



Sifriranje komunikacij postaja v zadnjih letih ¢edalje bolj
razsirjeno.

Uporaba mocnega Ssifriranja je postala enostavna.

Povprecnemu uporabniku je treba biti cedalje man;]
proaktiven glede varnosti — varnostne posodobitve se
namescajo samodejno, resitve imajo ze vgrajene varnostne
mehanizme,....

Podjetja Cedalje veC pozornosti namenjajo implementaciji
varnostnih resitev, varnostnemu testiranju, itd..

Tudi zakonodaja zahteva implementacijo varnostnih resitev.

Tezave se vedno o0stajajo, zlastni na nivoju strojne opreme
in strojne programske opreme, 3 se stanje izboljsuje.

Prisluskovanje postaja cedalje tezje in Cedalje drazje.

Anonimnost: kako sploh odkriti pravo tarco?7??



) s \\prasanja?
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