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Varnost ni izdelek

e Varnost ni izdelek oziroma nekaj, kar lahko
kupimo, namestimo in pozabimo, pac pa gre
Za proces.

e VVarnostno kulturo je treba razvijati in gojiti
neprestano.

e Informacijska varnost in varnost v prometu:
ni dovolj samo dober avto in opravljen izpit,
znanje o varnosti je potrebno obnavljati in
uporabljati neprestano.



Kaj je varnost?

Overjanje, avtentikacija (ang. authentication): kdo
je posiljatelj, ko je prejemnik?

Zaupnost (ang. confidentiality): sporocCilo ostane
znano samo posiljatelju in prejemniku.

Nadzor nad dostopom (ang. access control): kdo
lahko dostopi do sporocila, belezenje dostopov.

Avtorizacija (ang. authorization): kaj nekdo s
sporocCilom lahko stori?

Dostopost (ang. availability): je sporocilo dostopno?



Kaj je varnost?

« Celovitost (ang. integrity): sporocilo ostane
nespremenjeno.

* PreprecCevanje tajenja (ang. nonrepudiation):
posiljatelj kasneje ne more zatajiti sporocila,
prejemnik ne more zatajiti prejema.

* Dopustnost (ang. admissibility): varnost terminalne
opreme, zagotovilo, da na terminalni opremi na
kateri se bo avtenticiral uporabnik in kjer bo
uporabnik bral sporocilo ni zZlonamernih
mehanizmov.



Napad



Napadi na racunalniske

sisteme
napadi, ki predpostavljajo fizicni dostop do
racunalnika;
omrezni napadi (napadi na komunikacije,
napadi na virtualni prostor);
zbiranje razlicnih informacij na internetu;

posredni, preko napadov na uporabnika
(socialni inzeniring, prevare).



Fizicni dostop



Fizicni dostop do racunalnika

e Nevarnost zasega podatkov.

e Nevarnost podtikanja prikritega mehanizma
(npr. programske aplikacije ali strojnega
dodatka), s katerim napadalec pridobi dostop
do racunalnika ali si ustvari moznosti za krajo

gesel.

e Zavrzene racunalniske komponente, ki
vsebujejo trajne pomnilnike (trdi diski,
tiskalniki, mobilni telefoni,...).

e \/eCuporabniska okolja.






“"Bump key

£ DR
A~ i@i-




Obnavljanje “izbrisanih”
podatkov

e Obicajno brisanje datotek in celo formatiranje
trdih diskov podatkov ne izbrise trajno.

e Poseben problem predstavlja brisanje
zacasnega pomnilnika (ang. swap file) pri
zaustavitvi oz. hibernaciji raCcunalnika.

e \/sebino ze izbrisanih datotek je z razliCnimi
orodji in tehnikami mogoce obnoviti deloma ali
v celoti.
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ForenziCna analiza diska z orodjem Autopsy Forensic Browser.



“"Obnavljanje” Windows gesel
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Srir) efslarientiaioliy
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Project Recovery Help
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e UGYEEE!A pasgwo,ds B3EB: HelpAssistant
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“ - Stephen Lars.. 0094 Select New Password
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. [ Susan llsto 0036 new password you desire,
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Help [PSave  [Klhg!
' : §-1-5-21]

< Back I fext = I Cancel |

Orodja za “obnavljanje” “pozabljenih” gesel za dostop do operacijskega
sistema Windows (zahtevajo fiziCni dostop).




Zaseg RAM-a preko FireWire
vmeshnika

D Root Terminal

[root 1# cd fusr/local/pythonrawl3S4/

[root 1# modprobe ohcil394

[root 1# modprobe rawl394 _

[root 1% ./romtool -s O ipod.csr B, Device Manager
Init firwire, port O

Updated 1024 byte ROM image from ipod,csr
[root 1% [ S 2 A =ma

File  Action Wew Help

= ;% TEST-71450B0CEE

+- i Computer

=g Disk drives
S Apple Computer_ Inc, iPod IEEE 1394 SEPZ Device
e ST3408104

@ Display adapters

b DVDYCD-ROM drives

=% Floppy disk contrallers

g Floppy disk drives

&8 Human Interface Devices

=% IDE ATASATAPT controllers

& IEEE 1394 Bus hast cantrallers

‘0 Kevboards

S programom romtool se v racunalniku
z Linuxom pretvarjamo, da smo iPod...

O I ) = B O B

. in Windows Xp med prikljuc¢enimi
napravami prikazejo iPoda!



Kraja kljucev iz RAM-a

« Stoned Bootkit: 1 Widows 7 e - e _lolx|
okuzi MBR - kraja Jqu%éwJéM@:ngggm@@jwb
TrueCrypt gesla, ; | '
eskalacija privilegijev za

i,
CM D V Okol 2 W'nd Start infection process. Your PC is now Stoned! ..again
Ju I OWS Infect ‘Iog ical drives:
\-\A:

Error getting media types (probably floppy device

)-
\\.\C: Stored files successfully. (detected Stoned MBR, aborting MBR file

po Za g onu w h oami.exe A T AN e e e

Infect physical drives:
\\.\PhysicalDrive0o (detected previous MBR backup) written MBR success full

» Okuzba tudi preko PDF
datoteke i

<http://www.stoned-
vienna.com/downloads/PDF
%?20Spread/Stoned%?20PDF
%20Infector.pdf>

To direct input to this VM, click inside or press Ctri+G. CaHBA 6| &’ ~




Cold boot napad

3 | '
O R T

Zasezena slika po 5 sekundah, 30 sekundah, 60 sekundah in 300 sekundah.

Vir in avtorstvo: J. Alex Halderman, Seth D. Schoen, Nadia Heninger, William Clarkson,
William Paul, Joseph A. Calandrino, Ariel J. Feldman, Jacob Appelbaum in Edward W. Felten,
Prineton University, 2008. <http://citp.princeton.edu/memory/>



“Evil maid” napad
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Ihat do vou want to do today: RBun [Elvil HMaid, [S1hell., [Rleboot

renounting. motsstick rw. .
TrueCrvpt EuvilH d patcher ue. 1
TrueCrvet BDD ader detected
PFatchTrueCry Compressed loader sige: 11774 bgtes
PatchTrueCryw Loadey memory sSlize Bx7808080 (28672 bytes
PFatchTrueCryw Decompressing the boot loader
PFatchTrueCryw Decompression_successful B
PatchTrueCry Decum reaﬁed loader phvsical size: 27687 byvtes
PatchﬂskPass is infected
PFatchTruelCxr PatchHEkPaEE
DisplavTrue assword{): Password is "I
aving origina 5ectur5 in “smmtsstick/sectors—-2009-18-15-178716
premounting S“mntsstick in ro. . .
one; wou can reboot safely.

hat do wvou want to do todaw: RBun [Elwil Maid, [51hell. [Rleboot

-
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b-E1-1-1-1-1-]

L
G
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Evil Maid napad na TrueCrypt in...

b

Image Credit: DigitalGlobe — SIS
Image Date: 24 October 2007

...ostanki irkega jedrskega
reaktorja al-Kibar.




Internetne prevare



Kiberkriminal vcasih...

raziskovanje,
radovednost,
samodokazovanje,
zabava,
vandalizem,...




... 1IN Kiberkriminal danes

Datoteka Urejanje Pogled Zgodovina Zaznamki Orodja Pomoé

e o ‘0 http://klikforum.comjviewtopic.php?t=77¢ v ‘3 |[C]V|
. —

Spletna stran “podjetja”.

Zabava 95 zapgslenih v ruskem podjetju
Klik team v Crni gori, februar 2008.



Payment for private key

Choose a convenient payment method and click «Next»:
{Bitcoin (most cheap option)

bitcoin

Bitcoin is a cryptocurrency where the creation and transfer of bitcoins is based on an
open-source cryptographic protocol that is independent of any central authority.
Bitcoins can be transferred through a computer or smartphone without an intermediate
financial institution.

You have to send 2 BTC to Bitcoin address
and specify the Transaction ID on the
Private key will be destroyed on next page, which wil be verified and confirmed.
10/13/2013

: Home Page
1:21 PM Getting started with Bitcoin

Time left

71:33: 17

Sifrirno-izsiljevalski virus Cryptolocker.



Spam

#® Send-Safe v2.19b (build 544) - C:\Program Files\Send-Safe
File: Mail

Elapsed: 05:18:03 B M il ; | i i B4
e £ssages l@ Mallhsts] | Hotatmn] Settlngs] Q F'roHlesl _% Advanced] Test

Help

- relsEEees Speciallffer | v | ID:ombt115 0l Mew # Delete
Deliverability: 87%
Avg speed: 950244 mails/hour FROM Ermails: FROM Aliases: TO Aliazes: Attachments: [}
i PRetry 1: 4 emails.. -
§ S () T i & o webmasteri@indatate Wiebrazter A
i Sending to comcast.net: 2 mails... testdirectw@yahon. o Postmgster
+ Sending to comcast.net: 4 mails.., johntacker@haotmail.c o Administrator o,
i Senginq to comncastnet: 4 mai::...
i Sending to comcast.net: 4 mails.., . . L
#7 Sending to comcast.net: 4 mails... Subjects: {% E& a o Gﬁ GE] G‘I
# &  Sending to comeast.nat: 2 mails... Hil
#9:  Sending to comeast.net: 4 mailz.., o
#10: Sending to comeast.net: 4 mails... Hella | )
# 11! Sending to comeast.net! 2 rails,., How are pou daing 7
H12: Senginq to comncast.net: 4 mails...
& 13: Sending to comcast.nat: 2 mails... r . - 1 -
# 14 Senginq to comcastnet: 2 mails... Fé? Mail tet: [ HTML content {‘x’ Eﬂ <o Ga C@ G’
# 15: Sending to comcast.net: 2 mails... 2, . =, = e s
W 10r Sending to comestnet: 4 mals... {%R0T:Dear {2NAME %H[Dear Colleaguel Hi {%ACCOUNT &} ~
# 171 Sending to comeast.net: 4 mails.., . . . .
#18: Sending to comecast.net: 2 mails... The RET Catalog came into exiztence in 2001 and in shart three pears
T gzt“:r'“f. o comeastnel 4 mails... has become one of the most successful catalogs on the market,
#21: Sending to comeastnet: 4 mailz.., For this, we are pleased, proud and grateful.
#22; Sending to comeast neti 2 mails..,
#231 Sending to comeast.net: 2 mails. . "we ale pleased because our customers have canfimed aur

e belief that if the products we offer are new, exciting,

#25:  Sendi \net: 4 mails...
EENG (9 CoMmE3st net: & mais ﬂ innovative and of excellent guality, they will be
purchagsed, w

Il Pause & >
Leased until: 2004-08-24 16:56:58 01:57:15 gateway-s.comcast.net 25: 0 zent._. Session time: B.27 5 -
Creditz Tatal: 10000 000 01:57:15 comcast.net, 2 Mx[es) found: gateway-s. comzazt. net. Processing 2 e-mails.
Credits Left: 996 063 01:57:16 gatewvay-r.comcast.net:25: 4 sent.. Session time: 7.56 5 &
Message Size: 1377 butas 015716 comcast.net, 2 M[ez] found: gatewayp-z. comzast. net. Processing 2 e-mails. -
Proceszed: 5 037 035 1 k

Tatal good proxies: 527, Using 317 fastest proxies. Reply time: min=0,4534s, max=2.95215

Prodaja laznih in goljufivih izdelkov,
kraja osebnih podatkov,...




Verizna pisma

- Zadeva: FW: PODPRITE NAS V PROTESTU IN ZAHTEVAH

Od: CEE—
Datum: 14,04, 2008 13:09

Za: G

Spostovani,
Ce bo koga vznemiril spodnji protest, naj s podpisom prispeva k spremembi.

Pozdrav,

----- Original Message

From: (D (211 to : (. |

Sent: Monday, April 14, 2008 12:59 PM

To: GENEENEEEE G oy SR

O cst.arnes . s1 ;. D G D
N G S -

tional.si: R qnail.com;

LR e T T L L e e B BT L B B T B a1 wa e



Financni spam

M CuangZhou
GCME Huge News 1.0
Release Expected ~
Before Years End! i H2.0
Padec delnic: 99.44% |

Ring In The New

Year With Cash. [ e e

GCME is fast \ms

becoming a major B |

player in the foreign “Julo7 A‘:e;lur‘ch»%';flJaﬁmza HIIHI\le—R—T—_N_L_‘—\_HL
film market. naneialenecom
With continuing mergers and joint ventures with the
industries most influential corporations.

Right now it is at $0.18. We have seen consistent price
jumps following news releases and we have been told to
expect big news before the end of the year.




419 scam

OFFICIAL LETTER...
FROM:MR.CHOU MUI

Hang Seng Bank Ltd

chou_muil@uymail.com
IO iy 2. e VY3 G

Let me start by introducing myself. I am Mr. Chou mui ,

Assistant Director of Operations of the Hang keng Bank

Ltd,Sai Wan Ho Branch,171 Shaukiwan Road Hong Kong.

Before the U.S and Iraqgi war, our client Hamadi Hashem a
business man made a umbered fixed deposit of
(346,736,899.68 HKD) for 18 calendar months...



Ribarjenje

#

& Inbox for Mozilla Thunderbird 10l x|
Fle Edit Yiew Go Message OpenPGP Tools Help

- . . = \
& . 2 B # P L X T @ «
Get Mail Write  Address Book Decrypt Reply  Reply Al Forward Delete Junk. Prink Stop

=]

view: [ al ~| |p, ebay

- | OFficial Information For eBay Clients + 12,9.2005 10:46

-I Subject: eBay Online - Client's Details Confirmation [Fri, 07 Oct 2005 11:52:38 -0200]
From: eBay Inc <support refnum 974@ebayv.com:
Date: 7.10.2005 15:47

To: QS

\

®

Dear eBay Member,

We regret to inform you that your eBay account could be suspended if you don't re-update your
account information.

To resalve this problem please visit link below and re-enter your account information:

https:/isignin.ebay comiws/eBay SAPLdII?Signin&sid=verify&co partnerld=28&siteid=0

——

’_(ﬁ/\}bw nroblems could-ﬁﬁ‘t\be resolved vour account will be suspended for a neriod of 24 hours, d
2

thpej219.141.41.39/php/... | Unread:z | Total 647

Primer ribarjenja (phisinga) preko
nezelene e-poste.

(@

(




Razoblicenja spletnih strani

{2 Govori z Vido - Windows Internet Exploren

L€ 1S [ bkt ida. durs. sifsi_proxy ftax_slovenia.cqi | [+5][x ol

File Edt Wiew Favorites Tools Help

5 | [B] Govoriz vido & - = - L Tools - [} Page - @~

Govori z Vido

1D %-Turk Was Here - Mozilla Firefox _i&] x|

Datoteka Urglanje  Pogled Pojdi  Zaznamki  Orodja  Pomei’ <
L =
@ - - @ @ 6} [ et gowon pf il iy =] © e |G
|| Scrambisk (@ Underground | | wwwe.phrack.org | | The Spycatcher Affair | | Mini Tester | | Wright ESEP decision [l mozdev - enigmail “g¥ WholeSecurity | | MR - Pravinik »
Al L7 23521, Jog (Sika PEG, 891x688.., | L Slo-Tech | nova perspekiva rat, . | IleFhacked fog (5ka PEG, 800, | | | Forum pedagogov s tema - S, 4, ¥-Turk Was Here

_ } .. ,,77,1 o || Slavenska satanistiéno gibanje |_| Slovensko satanistitno gibanje - pre... | || 556G - Revija Luciferjeva beseda danes
i 3 Q 1 Pavlhove domaie strard na internetu: Prva stran | Aktuaine | Povezave
OVER THE WARLMRAEK ERZ .

Slovensko satanisti¢no gibanje

se predstavi

F2
© 2006 - 200

XSS napad na
“davcno Vido”.

NAMEN

* Slovensko biblicne gibanje st prizadeva po besedah 2. vatikanskega cerkvenega shora v dogmatitni konstituciji & Bogjerns
razodetju (22), da bibil "na dircke odprt dostop do Svetega pisma”.
* Zato hofemo Sveto pismo veem ludem predstaviti, ponuditi, posebei vemim pa pomagati, da ga bodo tmoghi zavestno

[ Prenagam podatke s strani waw.unixcracker.org ... | — . - 2
o] | e MV @ BB @GBSO %AS || 0 o v B [(ESSsm0) sprejemati kot BoZjo besedo mnotraj Zvega tzrofila celotne Cerkve

. NALOGE
Pravna fakulteta, Univerza !
* povezovat svetopisemske ali biblitne skupine,

\% L_] u b IJ an | 7 fe b ruar 2 O 0 7 ¢ spodbujati nastajanie novil in jim pomagati pri delu

* prirejati biblitne teiaje, razstave, predavanja

RazobliCenje spletne strani
rimokatoliSke cerkve.



Razoblicenja spletnih strani

® Tiskano Delo Iskanje - Windows Internet Explorer

<18

Fil= Edit ‘“iew Favorites Tools Help

> i |D hitkp:f v, delo, sifindex . php?syv_path=43, S08query=<script%:20src= =< fscriph=t V‘ | X 1 | 2~

{:? ke ID Tiskano Delo » Iskanje l } E} 14 m - @ . ’_'j Toosls |_}' B @.
L ] A
T ——— . - =
DELO il tiskana izdaja iskanje
[uporzbrik | [ewews | rov uparzbiic
File Edit ‘iew History Bookmarks Tooks  Help
on @D @0 G 5 (K [Errirontibbchn [-[»
ST ol = B [ hitoiif2dur.comibbibb_search. pholmi S —— AN
e Isialni niz [sseriptere=_ ] B Mozl Firefox B Firefox Add-ons || Mozilla Releases @ Mozila Security Advis... % Thunderbird Add-ons [ Wikipedia (| Widpedia 51 [ B Tamper Data || Firekeeper
Iskanje ' =
i 0d dne Do dne Uredi po Vir
Sobotna priloga 5
e [ 1R [ [Retevantnosti | [ vir v FOOIS...
Nedelo http:/ arhiv.delo.sifservices/ publicsearch jsp?query="%3Cscript+5rc%30%22http %
= 3A%2F%2F %22%3E%3C%2FscriptY%
3 E-Delo. £ 3ERsort=rankRstart=0&blok=10
e Nobenih zadetkov za "
CiEnutice Hekerji vdrli v eno izmed Slovenskih bank
¥ Svetovalnica
Finanéna =T
svetovalnica S |
Yol Liubfana - Po neuradnit podatiih MNZ se je pred sbbo vro zgodi vdor v finandni h 4
e sistem ene Emed Siovenskih bank. V teku je intenzima knminalsticna preiskava v R =
katen sodelyeio policia, Ededend za racunalniki kriminal SV in SFCERT. Po dosisl =
4 Blog zandh informacgalh naj bi neznani storic banko oskodoval za ved sto teod evrov katere |
2 naf bi prenest na razlicne racune Sicom po svetu. V prefkavo sta se vidudis tudi
, . e |s wATnHING
Premium
G;aﬁEar
Rorza
Done
Lazna novica na spletni strani *
v - b
casnika DELO (XSS napad). B (e S B O
Dore Apache

“Big Brother” na 24ur.com (XSS napad).



Razoblicenja spletnih strani

<1,:| = :_:_ - @ T\:}ﬂ hikbp: ffwan, attrition. org/mirror fattrition/2001 /01§22 fwsee, chanel . comy _:! @ Poijdi “GL

STOP YI¥YISECTION AND FUR ... l E LIFE?

| The end is the begining is the end | Security Breach

icrosoft Internet Explorer

Edit

Wiew  Favorites  Tools  Help

=101 x|

|

File:

[ Bk (£ ~ .ﬂ ﬂ ‘ | Search {;-f - .-._______.__ - ~,i.g_~' !F\ddress 1& hittpe e, gov. sif _‘_'_]

213Gy Ownd ur gov. blx

Razobli¢enje spletne strani

.@j Done

!_ IE Internet

5]

A

modne hise Chanell.com

RazobliCenje vladne strani (gov.si).




J Mozilla Firefox

Datoteka Urejanje Pogled Zgodovina Zaznamki Orodja Pomoé
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Grda Racka

Notpadu Borila se je za ukinitev obrezovanja AR S 11 29
o 5 Nadiya razgaliena poj i
Kmetija afriskih deklic. > i NI|(? e prsi so
SN TINDS 20.02.| 11:44 Miursia plesehs Spoznaite Leno +» 240k Internet TV
Vzemi ali pusti Duduija ne boli ladiya Bychkova,  Alexandro, novo = .
i o veé sicer tudi norveliko pevsko + Movice + WWviive -+ oddaje
e bl Minil ni niti teden televiziiska zvezdo, ki je zelo % = -
i e voditeljica, se je i i Zadnije novice (=]
Ll [»]
Konéano l Anonimizacija izkljuéena ] l@
Q Programi Mesta Sistem 'oﬁi@i [. 24ur.com - - Mozilla Fi... @ SW LG%) = &) pet 29.feb, 13:30
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B]- 24urcc...@  ~

F

. - & (i} [E3 nttp:i24ur.com/bin/search_result.phpuniq_id=99836247666&show_search_words=%22%3Ciframe%20src & | | b | (G- (EESEIED )
- SUET NA KANALU A EKSKLUZIV SERVISI TU USEBINE + Internet TV
Iskanj =) @, )
d mosino, )] rss-xme . -

NASTAYI 28UR.COM
)} =R DOMACO STRAN

Slovenija
Cma kronika

Svet

Gospodarstvo

Sport

Moto &port

T

Vreme

Ceste

Ekspres

Film

Glasba

Zanimivosti

Kuhajmo

Erotika
i Ak —

Frendi in Flirt

Popovi zdravniki
Vizita

Koncano

-'_:_, Programi Mesta Sistem

Rezultati iskanja

Navodila za uporabo iskalnika

Iskainik uposteva le besede, ki vsebujejo vsaj 4 Erke. Besede lo¢ite s presledkom
Najdeni Elanki so urejeni po datumu. Lahko pa jih uredite po uiemaniu z iskanimi

besedami

Iskanje po: ™

Domov > Prijava

+ 240k Internet TV

+ Movice + TWviive - Oddaje

Zadnje novice

Prijavite se z vpisom emaila in gesla ali gsm stevilke in Svet
Naslo 4.09. / (18:17)
elektronske ®
poste:
Geslo, |
. A firak [ ita
Poslji prijavo \ /
= ¢ dober dan)
GSM | SuDoKvu
stevilka: = KAKO HITRO ZNAS MISLITI?
Geslo: 5 Y

Pozabljeno geslo

Vpisite vas email in kliknite na gumb. Sistem vam bo po

Naslov

Poslji prijavo

Napad tik pred izvedbo?
B

Dva orkana v enem dnevu
Zadnii rok za $tipendile

V boj proti Francozom
Kristina se ljubi sama «
Paris si Zeli otrok
“Supermanekenk ni veé'

ANKETA =

elektronske |
poste:

Ali menite, da je za varnost
Solarjev dobro poskrbljeno?
da

da, vendar le ob zaCetku
Solskega leta

ne

Poslji prijavo

wlo e Rw)

ne vem, me ne zanima

Prikaz moznosti XSS ribarjenja na
spletni strani 24ur.com.

-

we o = = S - -+ 0 (2
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Datoteka Urejanje Pogled Zgodovina Zaznamki Orodja Pomoé
=] v c (X ) @ l 3 ‘ http://www.simobil si/sl/search.cp2?q=<h3>Dimitrij+Rupel+postal+svetovalec+ l . ] e [V ‘ Q] \@ v | unauthenticated
® Simobil © Vodafone live! © Orto Prodajna mesta  Vprasajte nas Registrirajte se English =
@ zasebni uporabnik
s.l I .Obll predplaénik <h3>Dimitrij Rupel postal ([ EEHN
” poslovni uporabnik
TELEFONI IN NAPRAVE PAKETI STORITVE AKCWE TUJINA POMOC IN INFORMACIJE VODAFONE LIVE! SLLMOST
Iskali ste: Rezultati iskanja
Dimitrij Rupel
postal svetovalec IT specialist v CRM skupini, zadolzen za DMS podrocje (m/2)
uprave Simobila Zelite razvijati svojo profesionalno pot pri enem najt 1ej8ih in najboljsin ? Podjetje Si.mobil
d.d. je zaupanja vredno podjetie, kjer so ljudje na prvem mestu. Zaposleni v Si.mobilu so visoko usposobljeni
profesionalci, ki so zaljubljeni v svoje delo in v komunikacijo. Prek vpetosti v globalne povezave pa zaposleni lahko
pridobivajo tudi mednarodno znanje in bogate izkusnje.
Novi direktor prodaje
Novi direktor prodaje v druzbi Si.mobil je s 3. januarjem 2007 postal Gregor Banit.
Nastavitve zunanjega odjemalca
Z danasnjim dnem dr. Dimitrij Rupel
postaja svetovalec Simobila za
podroéje zunanje naroéniske
politike.
Stevilo vseh rezutatov: 3
Prikazani rezuttati: 1 - 3
Stran: 1
Konéano Apache @ ] 1337 GEEEBE® Anonimizacija izkluéena

[ e

. 2
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Hackers embed flashing animations on epilepsy
support forum

By Darren Murph [ posted March 2oth 2008 8: 50PM

Shortly after hearing a sad tale of a 7-year old cancer patient having his
medication and PSP stolen whilst en route to treatment comes yet
another story of the world's meanest preving on the innocent. This go
‘round, a group of griefers (which appear to be members of
Anonymous) managed to invade a support forum established by the
nonprofit Epilepsy Foundation and use JavaScript code and messages
littered with flashing animations to effectively assault dozens of
visitors who suffer from the disorder. The Foundation managed to
catch wind of the problem within 12 hours of the attack, and while the
boards were closed down temporarily to purge it of offending
messages, many readers (such as RyAnne Fultz, pictured) experienced
headaches and seizures before rescue arrived. Let's just say we sincerely hope the culprits get what's

comin to ‘'em.

Vir: http://www.engadget.com/2008/03/29/hackers-embed-flashing-animations-on-epilepsy-support-forum/



Vdori in okuzbe z zlonamerno programsko opremo



Yahoo! Messenger
8 Login Edt Messenger Y1 Help

o tessages  ad Profile  Friends.

Hi. | knows wwe haven't talked before. This is your computer. Since | see
everything in your room, | thought I'd throw you & few pointers. First, put on
a shirt. PLEASE. Second, you've gat & nice girl lying there on your bed and
you're sitting there looking like a goon on the computer. Come on. Dont be
gay.

' | S(u(usll I'm &vailable

b : =15

_|Search Yahoo!




Zlonamerno programje... in
strojna oprema

10 - Log Wiewsr

Select a date in the calendar

to view log records. Drag the

Sun Mon Tue Wed Thu Fri mouse to select a range of

RN KEYLOGGER

6 7 8 9 10 11 12
13 6E» 15 16 17 18 19
20 21 22 23 24 25 26
7 o2 1 2 3 4 &

Today: 2/14 /2005

allog @ “Weblog Select the user to view logs for:

Programski...

...in strojni prestrezniki tipkanja (vir
in avtorstvo: www.keyghost.com)



1, Slo-Tech | nova perspektiva ratunalnifitva - Opera

File Edit View Bookmarks Tools Help

[ ] mew tab

Ny T

” ‘—';“—"‘_—- o e Tt e — T i § 0" 0

-

= arhiv =

- v

Testi
Forum

R

Ostalo

b anketa

Na NESTu me
najbolj
priviacijo:
rodice 47%
— TS
druZenje 21%
| (59)
predavanja 12%:
(3]
tekmeovanja 10%
O 27
Inhka_tnu
igranje
N (s
Skupaj glasow: 276

9%

Predl

Slo-Tech
SETI

ekipa

|Brediagaite voratanie
\za naslednjo anketo

# | T http: fwwive. slo-tech.com/

b Novice

Cetrtek 6. 4. 20006

Slo-tach is vulnerable to multiple XSS holles:

- ¥88 in ragistration form

= multipla XS5 vulnerabilities in forum post - IMG TAG{using some special caracter sets - IE Only)
= many potencial vulnerabiliies all over the site

Learn secure programming!

I didn’t destroy anything, also I didn't place any backdoor!

Check http://enigmagroup.org and http:/fwww. techsploit.com/
wir: Hacked | komentira) | avtor: Slokrypior

le Boot Camp - ali kako legalno anjati Windows na Mac-u (13:40)

Pri Applu so se odiodili, da bodo vseeno uradno podprli Windows na svnjl strojni opremi. Tako so ustvarili Apple Baot Eamp

#isen| | 83 QMG

doe

I:J&;I

¥ Mastavitwe
darkolord

+Hacked by

Slokryptor (0)
*Apple Boot Camp -
i

anjati Windows na
Mac-y (11)
*Microsefiu ni vec,
da =2 prodaisis
o [a

operacijskens sistema)
(75)

Cena pgl_@;g:uclh
w_ceﬂm_ (67]

uwadb (115)
T

¢ Se se kadi

Phili
Zimmermannom

"

Memiava
kondenzatorjev na
# -

Ergstw




Orodja za vdore

i Metasploit Framework GUIV3TT-release

System Window Help

[

| lOP[einéi

‘ [.,* Poi&¢i

—
-~

arkeia

browser

b

P backupexec
b brightstor
v

@ aim_goaway
& ani_loadimage_chunksize

4 apple_itunes_playlist

AOL Instant Messenger goaw

windows ANI LoadAnilcon() C}

Apple ITunes 4.7 Playlist Buffe | |

| 4

[»)

Module Information

Module Output

Jobs
Job ID M

(J Jobs

Sessions

Module: exploit/windows/browser/apple_itunes_playlist

This module exploits a stack overflow in Apple ITunes 4.7 build 4.7.0.42. By creating
a URL link to a malicious PLS file, a remote attacker could overflow a buffer and
execute arbitrary code. When using this module, be sure to set the URIPATH with an

Target

Metasploit Framework - zbirka programja za izrabo varnostnih ranljivosti.



Moznosti poljubnega spreminjanja URL
naslovov lahko vodi...
[@raaitorreion -l

| Datoteka Urejanje Pogled Pojdi  Zaznamki  Orodja  Pomod

& O QD0 <] O s [C o

total 4500
druxrwxruwx 2 wuw-data www-data 4096 Feb 6 06:47
drwxr-xr-x 3 www-data www-data 4096 Nov 27 11:09
—rY——————— 1 www-data www-data 386 Dec 14 09:20 horoifilo.doc
—rY——————— 1 www-data www-data 215690 Dec 14 09:21
—rY——————— 1 www-data www-data 35400 Dec 14 09:23

—rY——————— 1 www-data www-data 35400 Dec 14 09:23
—LY——————— 1 wyw-data www-data 61269 Dec 14 10:03
—LP——————— 1 www-data www-data 1956 Dec 14 10:13

—LWP——————— 1 wyw-data www-data 215690 Dec 14 10:36
—LP——————— 1 www-data www-data 155067 Dec 14 10:37

—rY——————— 1 wyw-data www-data 19792 Dec 14 11:55 f inancne baze.
—LWP——————— 1 wyw-data www-data 31744 Dec 14 12:01 EAPISNIK
—LWY——————— 1 wyw-data www-data 31744 Dec 14 12:01 FAPISNIE
—rWY——————— 1 wyw-data www-data 31744 Dec 14 12:02

—rY——————— 1 wuw-data www-data 26624 Dec 14 12:04

—LY——————— 1 wyw-data www-data 178176 Dec 14 12:05
—rY——————— 1 wyw-data www-data 385400 Dec 14 12:06

—rY——————— 1 wyw-data www-data 7630 Dec 28 12:58

—LWY——————— 1 wyw-data www-data 36864 Jan 4 10:15 ZAPISNIK SESTANKI

—LWY——————— 1 wyw-data www-data 215690 Dec 6 14:36

—LWY——————— 1 wyw-data www-data 155067 Dec 6 14:37

—LWY——————— 1 wuw-data www-data 524288 Dec 7 10:20 . ﬂ

Povezujem se na_ Anonimizacija izkljucena Adblock



@ Net.Stik - Mogzilla Fi

...ddo resnih napadov

@ NetStik - Mozilla Firefox . SIS .
. - -
MasterCard kartiéni radun: £

Uparabnik: | GGG Splogni pogoji | Sporodlo banki | ZHOD
01/ 583 6666

porabnik: _n

Vrsta kartice: primarna kartica na karticnem racunu il |
Stevilka kartice: 5205 I |
Veljavnost do: B

Maziv na kartidi: [

Datum otvoritve kartice: s

Datum blokadije: ! L -EUR

Mesedni limit (nakup): EUR I - EUR

Mesedni limit (dvig gotovine): -EL.IF‘.

Za preklic kartice, prosimo, poklicite 01/583 41 83.

m

obno Promet
{© 2002-2005, BANKA SPARKASSE d.d. Pravica do napak in sprememb pridrZana. [ |




Napake pri omejitvah
dostopa

= gk quintessenz.org
Datenschutz ist Menschenrecht search subscribe upload kontaqgt
g/depesche i i
kampaigns [ Datamining the NSA o Biometrics doqu/base
/tapics
dog/uments ] -
Cw:a“ An inquiry into the strategies, & 2_004 O‘? 14,DoD CAC
ehout W methods and actors of the biometric
/g/text-only Wl "Biometrics Consortium", an NSA led integration.pdf
incubator project in the field of o 1999 04 16,Schellberg
biometrics. First results are online, Advocate hiometrics
linuxwochen more will be published subsequently. Legislation - Privacy
it e el Fears in the Age of
| & |7 Privacy Fears

o 2003 06 12 ,Ghanaweb
on sagem bribery in

nigeria
o 2004 04 16,Austrian
dataprotection

For more information pls contact commission on

biometrics at quintessenz.org datamining part threee
more documents ...

Data sources o Datamining the NSA -
o Biometrics Consortium List Part I

http:f,’www.quintessenz.org,fdf(}(}m00003134-"_4'_2004 EFa 60 MB m |

Working Drafts, Partl




) prevzem.php5 (Predmet application/pdf) - Mozilla Firefox alﬂll

Datoteka Urejanje Pogled Pojdi  Zaznamki Orodja  Pomoc

<§] - E> v @ |:\>ﬂ @ I\_] http://lal.esiti.com/si{prevzem.phpS?id=24400 ;I © Pojdi I@'d

| | FirefoxHelp | | Firefox Support | | Plug-in FAQ

|| LGL - LUTKOYNO GLEDALISCE LIUBLIANA I | | LGL - LUTKOYNO GLEDALISCE LIUBLIANA || prevzem.php5 {(Predmet application... I

|B&[® - -8 & B ’.‘.“ a4 M H ¢ * @ 6% g . LUTKOVNOGLEDALISCELJUBLJANAE

”7@\ i:E’EJJ J - ﬁ"ll@

»
[ =
o
£ potrdilo o nakupu / potrdilo o nakupu / potrdilo o nakupu / potrdilo o nakupu / potrdilo o nakupu / potrdilo o nakupu / potrdilo o nakupu / potrdilo o nakupu
3
Q
=]
7 P =
o Lutkovno gledalisee Ljubljana (n —
s —
T —
E WTKOYNO GLEDALISLE LVBLIANA =_E
= a .y
s VILA MALINA, izven M
£ LGL-Veliki oder, 11. januar 2007 ob 17:00 e
£ =§
S segment vrsta Stevilka koligina cena =__§
A Veliki oder 6 7 1 324EWR ==
5 Veliki oder 6 7a 1 3,24 EUR ——F
1,5',‘ Veliki oder 6 6b 1 3,24 EUR
Veliki oder 6 6a 1 3,24 EUR
skupaj 12,96 EUR
3.105,73 SIT
Vage potrdilo 0 nakupu zamenjajte za vstopnice na blagajni dvorane.
¥ . " V primeru, da prireditev odpade, lahko potrdilo o nakupu zamenjate na blagajni
Stevilka potrdila o nakupu organizatorja za drugo pnreg"mev ali pzaavamdotganizator vrne denar, ki g;temoraée‘?tevz;h
v enem mesecu na njegovi blagajni. Za vse dodatne informacije nam pisite na elektronski
010-000-107-788-454-883-142760 nasiov info@lgl.si
_______________________________________________________________________________________________________________________________________ -~
4] 10f1 ¥ B826x1169in 10 = M < 3
| Konéano I Anonimizacija izkljucena

Hstart| | 1] @ 2 © ||[@prevze... wTheGip | riayers, .|  untited...| EieL-u...| Ehttpiin. | LSRRI AR 1019




SQL vrivanje

kpk-rs.si =B K

™ REPUBLIKA SLOVENIJA

KOMISIJA ZA

PREPRECEVANJE gl WMl ol Al [ A—
Ko R U P c ” E ETIKA DOLZNOSTI INTEGRITETE

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near '%' OR
LOWER(REPLACE(t_faq.odgovor,'s",'s") LIKE '%\\\'%") at line 1

SELECT t_faq.vprasanje AS naslov, t_faq.odgovor AS vsebina_1 FROM t_faq WHERE id_jezik="sl' AND (LOWER(REPLACE(t_faq.vprasanje,'s','s")) LIKE
'%\\\\'%' OR LOWER(REPLACE(t_faq.odgovor,'$','$") LIKE '%\\\\'%")

Urejanje zapisov: Novice 2008/2009
Naslov Avtor

' or 1=1 Matej Kovadic, 25.11.2008




Prikrita omrezja

N

— .

0

\\ -
nevidno
181 x]

DI Ele ook OCC Commands Window Hop 18l g O Stova nj e 144

cOBE EE 22838

@[unp]
+code[ 208616199

<code[200010763]> found: 64.85.14.129 attempting to infect... oy
c [
<code[200010763]> 161.184.8.143 attempting to = d ]
je[ 2
<code[200010763]> found: 65.220.48.103 attempting to infect [ 1547
<code[200016763]1> found: 211.52.231.185 attenpting to infect. 0012029 ]
c 0 2]
<code[200616763]> 15.190.130 attempting to infect. % 012721]
[
[

<code[200616763]> .69.221.24 attempting to infect
<code[200616763]> 34.68.108 attempting to infect

<code[200010763]> % 174.40.72 attempting to infect
<code[208616763]> 87.47.29 attempting to infect.

<code[200610763]> Found: -123.28.211 attempting to infect.. [20801449
200014792
208014900

<code[200616763]> found: 198.59.69.203 attempting to infect

(P e s s il .. Dt | Mw. M
s |1 @ > O IR &) 8| < <] x| x| & <[ &) ] &)




Prikrita omrezja

“& mIAC - [#ddll [S66] [+mnst]: was IT The REd Wire or was it The N = |
| File Toolz DCC  Commands  Window  Help - 15]_)_(_]

% F e BEEFro B ERE EE SRS

+code[ 2880181 99'

{code[2008016763]> Found: 64.85.14.129 attempting to infect... +code[ 2868010763

code[20808618226]
code[2808616605]
<code[280010763]> 161.184_8_143 attempting to infect... code[2806818922]
code[288611137]
code[280011538]
<code[ 288818763 ]> 65.220_.48_1083 attempting to infect... code[ 2688811547 ]
<{code[2008010763]> 241.52.231.185 attempting to infect... code[ 20086812629 ]
code[280812489]
code[ 2886812436
code[ 2886812542 ]
code[280012619]

<code[2008010763]> 162.15.190.130 attenpting to infect... cugeEgggglggﬁl%
<code[2o0810762]> 159.69.221_24 attempting to infect... il

s 5 code[2688813480]
<code[280010763]> 156.34.68 108 attempting to infect... code[ 2086813562 ]

; g code[ 288813819]
<{code[2008168763]> 198 .174.48.72 attempting to infect... code[ 200014047 ]

<code[280016763]> 208.37.47.29 attempting to infect... code[ 200014269 ]
code[ 200614375
code[ 2006814376 ]
<code[208810763]> 158.123.28._.211 attempting to infect... code[ 200614495 ]
code[ 2B868814792]
code[ 2 00614988)]
code[2008151380]
<code[2080810763]> found: 198.59.69.203 attempting to infect... Bl cede[208815169 ] |8

El0. [Ma. Bb. M. | Do D4 e s Tt | Sa. Pa. . (s 3P TP Ee. EIP.

Asat| | 14 @ > 0 ”||[R & 8] £] | £ L] &) £ &1 ] 2 B S Emg@e B A s,
Pogled na prikrito omrezje iz strani napadalca.







'Steganografski’ virusi

5 s

0050h:

0000h: F‘i 16 FD ED 20 Cll CICI CICI CICI CICI CICI CICI
0010h:| B2 A5 CO FE

0020h:

0030h:

0040h:

|Temp|ate Results - alureon_head.bt

Name Value Start Size Color
= struct ALUREON _CHUMEK 0h 58h Fa: Ba:
~unsigned long crc EDFD16F4h Oh 4h Fg: Bag:
~unsigned long size_decompressed  |120h 4h 4h Fg: Bg:
- unsigned long unknown Oh 8h 4h Fg: Bag:
- unsigned long size_data 44h Ch 4h Fg: Bg: I
- unsigned long next_block FBCOASGZh 10h 4h Fg: Bag:
[+ unsigned char data[58] 14h 44k Fo: o IR

Win32/Alureon.FE - virus, ki dobiva ukaze preko slik
objavljenih na spletnih forumih. Slike vsebujejo
steganografska sporodila.

Trojan:Win32/Alureon.FE is a trojan
that installs other variants of
Win32/Alureon, a family of data-
stealing trojans. These trojans allow
an attacker to intercept incoming
and outgoing Internet traffic in
order to gather confidential
information such as user names,
passwords, and credit card data. It
may also allow an attacker to
transmit malicious data to the
infected computer. The trojan may
modify DNS settings on the host
computer to enable the attacker to
perform these tasks. As a result, it
may be necessary to reconfigure
DNS settings after disinfection.
Trojan:Win32/Alureon.FE also
modifies the MBR to execute
installed Alureon components.



[Primer vdora v postno banko v Haifi.]



http://theplugbot.com/



Ranljivi niso samo racunalniki

\/. = S X

Session Edit View Bookmarks Settings Help

¥ Got  50335! unique IVs | fudge factor = 4
* Elapsed time [00:00:12] | tried 4589 keys at 22945 k/m

K depth votes
1/ 6 oB( 12) Fo9( 10) 69( 5) Fo( 5) FC(
2/ 9 69( 12) 83( 5) 7E( 4) 8o 3) EA(
0/ 3 A2( 32) 82( 12) 8E( 12) 22f 5) 52(
5/10 6D( 3) D7( 3) D9( 3) DA( 3) FEl
8/ 14 S5A(  3) e6( 3) 67( 3) 69( 3) 6C(

KEY FOUI [

root@ [ ramdisk]# I

| il shell D

Napad na brezzicno omrezje.



Ranljivi niso samo racunalniki

Log Onto Windows

~ Prosimo, poklié[t; T i

w Windows Embedded
POSReady 2000




Ranljivi niso samo racunalniki

iy 47.88. @8 18142

Napad na TV oddajnik.



Ranljivi niso samo racunalniki

Napad na tiskalnik.



Ranljivi niso samo racunalniki

43 Programi Mesta Sistem T} g [-] M = =

pon29.nov, 17:42 €@ matej O

Datoteka Urejanje Pogled Zgodovina Zaznamki Orodja Pomodé

2> - ¢ &Y | [6l http://10.254.60.43/index.html v| 2 % @@~ | unauthenticated
(@ Tenovis WebTerminal L -
I—\VJ—\YI—\ -
own call number: 5711 b matej@cryptopia: ~
. MAC address: 00-04-0d-f3-09-6a Datoteka Uredi FPogled Fois¢éi Terminal Pomod
WebTerminal o . e e, ,.
Application file: T112_Sp3.bin matej@cryptopla:~% nmap 10.254.60.43
Boot- file: T100 i ) .
Version: Tunnel SPICE 155 F Starting Nmap 5.21 ( http://nmap.org ) at 2018-11-

Nmap scan report for 18.254.60.43
PIN: Hkkck Host is up (0.0814s latency).
| e ot shown: 999 filtered ports
PORT  STATE SERVICE
| Status: Data Bl co/tcp open  http
rhort | Status: Data unc

Status Connected

Nmap done: 1 IP address (1 host up) scanned in 5.4

VolP Manager active: Configuration access limited! IR ERICIaar i ST FRe-S |

goahead

WEBSERVER

Applet started. @ Retrieving your IP address....  Anonimizacija izkljuéena
[ root@cryptopi... [FE matej@cryptop... &) Tenovis WebTer... ) [lzvornakodast... Uk T3IP WebTermi... ﬁ

Napad na VOIP telefon.



Napad na RFID potne liste.



BEAEEERER

Napad na sréni spodbujevalnik.
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Napadi na SCADA sisteme.

David Maynor in Robert Graham. 2006. SCADA Security and Terrorism: We're not crying wolf.
<https://www.blackhat.com/presentations/bh-federal-06/BH-Fed-06-Maynor-Graham-up.pdf>

Nicolas Falliere, Liam O Murchu in Eric Chien (Symantec Security). 2011. W32.Stuxnet Dossier.
<http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/w32_stuxnet_dossier.pdf>



Napad na semaforije.




ark

File  Yiew Windows
J @
2 Nodes =] o Lo o Demes S =
T EoN = Dipley Level: [WARNING =
; ) Linkock: Doors Lock Doors
e
i Femote Start Engine | | Cancel Remate Start
Sef Destruct Kl Lights
L ToM Driver infomation Canter
Diag, CAN
?;‘E_’IIB o I o Packet Summary Diplay Mag e g
% Sod CAN IDs
ALL MODES = — Adpst Speedometer
0238.007200 0009 ms 00C1 HS 4
Qeas DTCs Disable OTCs
0238007500 0008 ms 00C5 HSSTD 30 00 00 00 30 00
Rifresh ko Fetum to omal
Drsabie C Enable C 0238095300 0012ms 00ce HSSTD 00 00 00 07 00 40
Request Seed Send SPS Key 0238.098800 0010 ms 00F1 HSSTD 1C 00 00 40
Wi | u5' Read Memory = |[=
FasdHemory ke Mooy 0238000800 0012ms  OOF9 HF Tt
= {  Denica 4D on HS
Tester Frasart Swatch to HS SW s |
St Address:
Fequest Dev Seed Send OC Key s Fangh:
Fuzz DevCul STOP Devul Tyoe: [Sandand = Block Size
rt Fle
Redo Last Fuzz Idecty CPIDs Sor Fockyt
Cloar Bytes Duers Mamory
Ceack Devica Key

Napad na avtomobile.
<http://www.autosec.org/pubs/cars-oakland2010.pdf>
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Napad na prometne znake.

- 1-""_“A
‘J*E if" .*_‘ .l"

Vir in avtorstvo: i.hacked.com,
<http://www.i-hacked.com/content/view/274/48/>




apadi na e-volitve

—
1l Cost of Parts (Retail):

S10.5 :(o'r 516 with the optional rem

NO MILLION DOLLAR DOMNATI
i nne' inn

e conerol)

N NEEDED
the Diebold

Napad n

a volilne naprave.

EBOLD

niAgnIae FERELRE

GARBAGE OUT
d

1002 1HOIHAJOD 40 4A

9420 0'k490 j00qd3
9



Napadi na bankomate

Napadi na bankomate.



Napadi na mobilno telefonijo

g *",H;'”"’lz"(

1 | (L!“,‘ 1k

matej@cryptopia: ~
matej@cryptopia: ~

testcard Attach bulit in test SIM
spoof Attach spoffing SIM
reader Attach SIM from reader
remove Detach SIM card
pin Enter PIN for SIM card
disable-pin Disable PIN of SIM card
enable-pin Enable PIN of SIM card
jEXpressinn“. Clear Apply Save change-pin  change PIN of SIM card
unblock-pin Change PIN of SIM card
pstination |Prctnccl lai change LAI of SIM card
-U. 1 LAFDT OsmocomBB# sim spo
OsmocomBB# sim spoof
MS_NAME Name of MS (see "show ms")
OsmocomBB# sim spoof 1
IMSI IMSI you want to spoof
0smocomBB# sim spoof 1 293G
S TMSI you want to spoof
osmocomBB# sim spoof 1 293 xS
KC Encription key of spoofed mobile
OsmocomBB# sim spoof 1 29
KEY_SEQUENCE Key sequence

¥ matej@cryptopia: ~

Telephony Tools Internals Help

170 3.553861000 127.0.0.1 127.0.0.1 LAPDm

TUNC=ULIUIAF]) (RK) SYSLEN 1niormacion 1ype o>
171 3.559612000 127.0.0.1 127.8.8.1 LAPDm 81 U, func=UI(DTAP) (RR) Measurement Report L‘
‘‘‘‘‘‘ | ﬂ
E— &
a... = TP-RP: TP Reply Path parameter is not set in this SMS SUBMIT/DELIVER
.8.. .... = TP-UDHI: The TP UD field contains only the short message
..1. .... = TP-SRI: A status report shall be returned to the SME
.1.. = TP-MMS: No more messages are waiting for the MS in this SC
.... ..B8 = TP-MTL: SMS-DELIVER (@)
b TP-Originating-Address - (1919) %
B TP-PID: ©
B
b

TP-DCS: ©

TP-User-Data-Length: ) depends on Data-Coding-Scheme
TP-User-Data

@o1e ©4 81 91 91 00 60 21 60 10 71 30 91 80 51 [ ......!
@20 BE - -

ame (81 bytes) Reassembled LAPDm (101 bytes)]
©| The text of the SMS (gsm _sms... {| Packets: 2892 Displayed: 256 Marked: 0 | Profile: Default

LI o] 4]

Napadi na mobilno telefonijo,
<https://pravokator.si/index.php/varnost-gsm/>



Prestrezanje komunikacij



Zakaj sifriranje?

GET /search.jsp?q=Matej HTTP/1.1
Host: www.najdi.si

. A lication/xhtml+xml, text/html;q=0.9, text/plain;q=0.8,1mage/png, */*;q=0.5
Accept-Language: sl,en-gb;q=0.7,en;q=0.3
Accept-Encoding: gzip,deflate
Accept-Charset: IS0-8859-2,utf-8;q=0.7,%*;q=0.7
Keep-Alive: 300
Connection: keep-alive
Referer: http://www.najdi.si/

Cookie: poll=; MaduTcIp-EGGGGGGEGEEEGEEE -1 o)1 D= A

HTTP/1.1 200 OK

Date: Fri, 25 Jul 2008 19:31:01 GMT

Server: Apache

Vary: Accept-Encoding

Content-Language: sl

Content-Encoding: gzip

Set-Cookie: MAdUTCID-4EGGGGGGGN: domain=.najdi.si; path=/; expires=Sat, 25-Jul-2009 19:31:02 GMT
Content-Type: text/html; charset=UTF-8

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Transfer-Encoding: chunked =

| [»)

Entire conversation (48737 bytes) v | @ ASCIl () EBCDIC () Hex Dump () C Arrays () Raw

‘&pogé'i

a Zapri (] Filter out This Stream

s J

Nesifrirana spletna komunikacija.

P shrani kot ” H Natisni ’




Follow 1 CP Stream

Stream Content

D 0D O 00 O 0 o TR L R S it LD 0.0 0 o 0.*....9.8.5.3.2..... feoeenn.

o Al o e e o Do aieD Y...U..R..%0..10.......... B lnme ol ok o aoan [0}

..... B et LT ZAINOE T LT

..Thawte Consulting (Pty) Ltd.l.0...U...
Thawte SGC CAO..
080S02170255Z.
090502170255Z0h1.0...U....US1.0...U...
californial.o...U...
Mountain Viewl.O...U.

Google Incl.O...U....www.google.comO..0
. H..

BRE e Wooosanoo oo oo N EEL L e 0..0(. U’s el
crl.thawte.com/ThawteSGCCA.crlOr. . .+........ Foder ot .
repository/Thawte_SGC_CA.crtO...U....... 0.0

bl b

M« Ml cannnass S e e R T ol al]

..... Bi1l.8...U....US1.09.. ...
.Verisign, Inc.1705..U....Class 3 Public Primary Certification Authorityo..
040513000000Z.
140512235959Z0L.1.0. . .U....ZA1%0#. .U.
..Thawte Consulting (Pty) Ltd.l.0...U...
Thawte SGC CAO..0
et U

o 9
o Ll 18 el of Sl Pl i [ ol SV o o1 bi e

ocsp. thawte.com04. .U.%.-0+. .+......... Besswnnnws TRH L E
A N e

;bqa;} Qi]A -. o Ao ol nYa dion o oo V.B..=
. .41n3H. ..)r=.... .. M<. L 1H. . X.Un. .. kYL L7 {.v.
HEaneh i e R e e

............. wew .goagle.com. .. P oL L N I o F s P el aol o U

ETH R EE LN e e st En: 2
B .http://ocsp.thawte.com0>. cihaias 0..2http://www.thawte.com/

Y s Py AR (o [ P, .. 8.0 IV m.=B. .. W] 2.PEn. . "R N N

0 G o5 bl e Baol Vb ...PrlvateLabelB 1501 U o | o7 5L JALES http //crl verisign.com/pca3. cr'I.02.. ........ (o oL e a...http: 1/

......... R R e e o T
Hoaw o H 7 %%E Ul sonononbnnoco e I ZERAL -0 s ] cfiard el s o]
) 7 e e T T AMI e g DDA LS 1L PR I R m S G el R o S I S e e e RGNS P e.2P~K)~Cs
LS 6o fols B tt0 0 conooooc Ceooononon Qe Ze e S amod Vreobomo Eb=ita ol lo o ol Gas bl iaTlo g

$...].Recun.. Aolfeaaaa Weeonnn. E'd....%.m...E....La.p.EQ.k.=..21.]...,.0.9DN.x.5"..
{

--..>m"..0.D..... co.wb.>.1....5h.b.. ... &7...PW0Q...k.L .FS.,.c..vtb..3.uvd:1x...

otilee ol R (]

(o]

I [»)

. ] @ ASCIl ) EBCDIC () Hex Dump () C Arrays () Raw

I a Zapri

l [ Filter Out This Stream

Sifrirana spletna komunikacija.




Analiza omreznega prometa

921 145.190913 193. D

923 145.197425 Ol. D

Response: 250 OK

925 145.228297 9l D 193. D MTP = s

927 145.229646 Ol. N 193. D Response: 354 Enter message, ending with "." on a lii

929 145.243559 Ol. S

193 . D Response: 250 OK 1d=1KMGLN-0001x3-7M
p

931 145.247380 9l. D 193. e Response: 221 (MM closing connection
932 145.247621 Sl. s 193.CEEnD TCP smtp > 43389 [FIN, ACK] Seq=396 Ack=583 Win=6432 Len:
933 145.287572 193. IS ol . TCP 43389 > smtp [ACK] Seq=583 Ack=397 Win=6432 Len=0
934 145.403764 193.mmmilln ol. TCP 43389 > smtp [FIN, ACK] Seq=583 Ack=397 Win=6432 Len:
935 145.404693 9l. s 193. D TCP smtp > 43389 [ACK] Seq=397 Ack=584 Win=6432 Len=0

Frame 919 (111 bytes on wire, 111 bytes captured)
Ethernet II, Src: NENENIED (NSRS ), Dst: GRS ()
Internet Protocol, Src: 193.@NEED (193.GEESND), Dst: Ol. D (O] CEEENaS)

PPCommand: AUTH PLAIN AGEE e\ r\n

Command: AUTH PLAIN AGlhdGVgLmtvdmFjaWNAKiogKiouc2kAZ2VzbG8hrg==

|

Uporabnisko ime in geslo sta Base64 kodirana...

Command: AUTH PLAIN matej.kovacic@***** sj|geslo!



Omrezna analiza VoIP komunlkacu

sip.pcap -

~Wireshark

\

File Edit View Go Capture Analyze Statistics Help

Sadod crEeR e AF L EHEQaLH EPE -
g]Fllter [sm I v ” < Expression... H jgoc‘:isti ‘ ngorabi’ h
s Time Source | Destination | Protocol | Info (4]
69 14.865457 SIP/XML Request: PUBLISH sip: .  #l@212.1 =
72 16.867222 SIP/XML —Reouests OLUBLTEH =50 4215
82 23.453253 SIP/SDPI Re%uest: INVITE 512:01580537¥12.1- - ., wltﬂl
83 23.461385 SIP 5
84 23.466803 SIP Status: 401 Unauthorized
85 23.475217 SIP Request: ACK sip:015805373@212.1 = | |
86 23.530435 SIP/SDP Request: INVITE sip:015805373@212.1 with
87 23.535845 SIP
89 24.572367 SIP Status: 180 Ringing
92 25.651003 SIP Request: CANCEL sip:015805373@212.1
93 25.760161 SIP :
94 25.769395 SIP Status: 487 Request Cancelled
97 25.985041 SIP Request: ACK sip:015805373@212.1 El

Frame 82 (1219 bytes on wire, 1219 bytes captured)
Ethernet II, Src:
Internet Protocol, Src:
User Datagram Protocol, Src Port: sip (5060),
Session Initiation Protocol

e ( -

Dst

vvVvwvwvwv

0000
0010
0020
0030
0040
0050
0060
0070

af
sf
de

00 18 73 a3
04 b5 00 00
ed 34 13 c4

4e 48
40 00
13 c4

00 15
40 11
04 al

e5 25 c8
95 99 05
c4d 49 4e

08
85
56

00 45
sb da
49 54

4d 61
31 20

20 32 38 20
32 36 3a 35

79 20 32
47 4d 54

30 30 39
od 0a 43

31 32
65 71

F|Ie "/med|a/MATEJ/S|p pcap" 31 KB 00:00:32

Sip_govor.pcap - VolP - RTP Player

\ BJ
0(0,0%)

Duration:11,76 Drop by Jitter Buff:0(0,0%) Out of Seq:

[<I n |
[*J From Duration:12,04 Drop by Jitter Buff:0(0,0%) Out of Seq: 1(0,2%)

B

z Packel
|

Jitter buffer [ms] ‘ ‘ Decode Play Pause Stoy azapri ’




Napad s posrednikom
(MITM napad)

<2ivjo, jaz sem Bob 4iivjo, jaz sem Bo

Zivjo, jaz sem Zivjo, jaz sem -
: > : >

Alice Alice \__

napadalec

Alice Bob



DNS preusmerjanje

Prava
spletna stran.




Spletno stran je certificirala neznana uradna oseba za certiiikate (CA)

Ne morem preveriti identitete strani posta.owca.info kot strani, ki ji zaupam.

Mozni razlogi za to napako:

- VVas brskalnik ne prepozna uradne osebe za certifikate (CA), ki je izdala certifikat tej
strani

- Certifikat te strani ni popoln zaradi nepravilnih nastavitvev streznika
- Povezani ste s stranjo, ki se pretvarja, da je posta.owca.info, morda zato, da bi si
pridobila vase zaupne podatke.

Prosim, obvestite vzdrzevalca strani o tem problemu.

Preden sprejmete ta certifikat, ga morate podrobno pregledati. Ste pripravljeni sprejeti
ta certifikat v namene identifikacije spletne strani posta.owca.info?

Preveri certifikat ...

) Ta certifikat sprejmi za vedno
® Ta certifikat sprejmi zacasno, le za to sejo

() Tega certifikata ne sprejmi in se ne povezi s to spletno stranjo

Prekli¢i ‘ ‘Vredu .......




MITM napad na DECT protokol

DECT je protokol, ki se uporablja za zascito brezzicnih
komunikacij pred prisluskovanjem. Uporablja se pri
domacih brezzicnih telefonih, pri otroskih telefonih (baby
phone), sistemih za odpiranje vrat, klicih v sili, brezzicnih
Citalcih bancnih kartic, itd..

Leta 2008 so raziskovalci ugotovili, da je DECT mogoce
razbiti s pomocjo navadnega racunalnika z operacijskim
sistemom Linux ter kartico ComOnAir.

(o]
]
%
)
=
-
e

Vir in avtorstvo: dedected.org



Je dostop do lokalnega
omrezja res zavarovan?

HTTP streznik



Javni ali zasebni prostor?



Socialna omrezja: zasebni ali
javni prostor?

, T
AN e P Lol A ' B




Ko zaseben podatek
postane javen

McVeigh v. Cohen, 983 F.Supp. 215 (1998).
Mornariski castnik je v svoj AOL profil vpisal, da je
gej, s Cimer naj bi krsil politiko “don't ask, don't
tell”.

“Prikrito” zbiranje osebnih podatkov: Google Toolbar,
ki zabelezi vsebino “zasebnih” strani.

Preprodaja osebnih podatkov in oddaja zunanjim
izvajalcem (Toysmart, “outsourcing” vnosa
medicinskih kartotek v Indijo).

Zbiranje javno dostopnih podatkov, Whois baza,
“Google hacking”)



“Google hacking”

Vincent Gaillot, How to use b e ot o S JJJu:mm
Google to find confidential |
informations, 2001 fGouge ” F S | st -
< http //a rCh|Ve Ce rt Unl' :f :::esbmsmp Z:;tfat‘;_l' épzli Pé; I:htt:”w;::n‘sah::ii;umawmj _—
stuttgart.de/archive/bugtraq/ | === — | 3
2001/11/msg00135.html>. | == o o

| AXIS Video St
I camserverd kitz.n

Johnny Long, Watching the | .cus.-.
Watchers, Defcon, 2003. |

Leta 2004 izide knjiga
Google Hacking for
Penetration Testers.

Google Hacking Database
(GHDB).

TIL




Splet Slike Gmail vec

Imenik

Skupine Spletni dnevniki

v

[site:ww.fdvinfo.net filetype:xls

Google

15%i po: @ celotnem spletu O straneh v drZavi Slovenija

o

Datoteka Uredi Pogled Vstavi Oblika Orodja Podatki Okno Pomoé

orepmal (samo za branje) - OpenOffice.org Calc

EEE)

»

Splet

www fdvinfo.net/uploadi/editor/1169747348razpis%20.

..- 30 sep

Podobne strani

www fdvinfo.net/uploadi/editor/timing ure v03xls
Podobne strani

www fdvinfo.net/uploadi/editor/orepma xls
Podobne strani

www fdvinfo.net/uploadi/editor/1213891276Imenik re..

www fdvinfo.net/uploadi/editor/116 7984 701seznam-pr.

..- 30 sep

Podobne strani

www fdvinfo.net/uploadi/editor/paket%2012-drugi xls

Podobne strani

www fdvinfo.net/uploadi/editor/116 7984 73 7seznam-pr...

Podobne strani

www fdvinfo.net/uploadi/editor/timing vO2 xIs - 30 sep
Podobne strani

www fdvinfo.net/uploadi/editor/1160116879seznam-pr...

Podobne strani

www fdvinfo.net/uploadi/editor/1170236210FDV _teme ..

site:www.fdvinfo.net filetype:xls

S EFNEB& Ve « D0 460
| o B o= ku
A | B [ ¢ | o | e | F | & | H [z
4
5 |KDO KAJ KOLIKO Z DDV VIR
6 |mmvar pc z monitorjem19 548 657 6
7 |nusa notebook 9105 334 4008
8 |vasja notebook 5000 386 4632 463ird w plus 23807 MID vir (ne MZT)
9 |[gregor server [ 432 518 4 172 8lird w
10 dodatki za server 140 168
11 |vasja tiskalnik 72 86 4 85 ird w o
12 |gregor  pc+dodatki 140 168
13 |kejzar pc 17 1404
14 |vasja pc+dodatki 130 156 156 ird w
15 [vasja monjtarld 9 4 Aird
T L L) g iare W03 (Eamo 2a bran)e) =Openofficerorg Calc ™ P e X
1; Ea:gsa mon patoteka Uredi Pogled Vstavi Oblika Orodja Podatki Okno Pomoé
atja sca
AL A5 2\ = ) : LV =
Dotk §) - QHR B IRE vEMAE ]
'Delovnilist1/3 [P =
[R11 [~ f X = |
0 e [ rR | s | 1 [ u v [ 4
1 Financna konstrukcija
2 2004 2005 -
maj MSZS Lastna MSZS Lastna LE
3 sredstva sredstva —
4 E
5 5+1 St
Googlew || s st
12 j
2 Naslednj| 7 st
8 SK
o -
1 \terminski in finanéni plan Uel»
Delovni list 1 / 2 | PageStyle_terminski in finanéni plan | 100% | STA |

IS¢i med zadetki | Jezikovna orodja | Namigi za iskanje



Javno ali zasebno?

@
Datoteka
- v ©

Splet Slike

Urejanje

Skupine Spletni dnevniki

Google |

Pogled Zgodovina Zaznamki Orodja Pomoé&

=

2§ | http://www.google.si/search?hl=sl&client=firefox-a&rls=com.ubuntu%3Asi%3Au

Imenik Gmail ved v

‘ Iskanje

I5Ei po: ® celotnem spletu straneh v drZavi Slovenija

Napredno iskanje
Nastavitve

ni-lj.si - Iskanje Google - Mozilla Firefox

18

Splet

xLs) Ocene

Oblika datoteke: Mi
Ocene dne 22.4.20(
10 tock, Preizkusnjg
P ol

Ls) Ocene redni
Oblika datoteke: Mi
Ocene redni_EJS_1
periodika, seminar, |
. o

s) OCENE

Oblika datoteke: Mi
2, STUDENT ID, soq
40 tock, SKUPAJ,
CE—

sy Sheet1
Oblika datoteke: Mi
6, 19440552, 100. 7
19454945, 20. 12,1
dok
Podobne strani

xs) Sheet1
Oblika datoteke: Mi
4,10.11. 5, 1939850
19453361. 11, 19454
dokK

xLs) Sheet

Oblika datoteke: Mi
8, 19452140, 50. 9,
19455168, 100. 14,

Datoteka Uredi Pogled Vstavi Oblika Orodja Podatki Okno Pomoé
- SHAFNR& VS XD -4 9 - |
(B2 v| foo X = [vpis_st
Al B | c [ D [ E | m [ N 5] [A]
1 TRZENJE V TRGOVINI NA DROBNO
Letni semester2008
Ocene dne 22.4.2008 N
analiza analiza
2 gostal " gosta2 ' Preizkusnja
| Vpis st 10 tock 10 tock 30 tock

3 19326554 135

4 19398834 5 165

5 19401312 75 6 255

6 19401331 6 7 255

v 19401473 75 10 255

8 19401806

9 19402546 8

10 19404113

11 19405597 9

12 19405690 5

13 19405760 9

e \Ocene 08 {PODPISI {_Seznam studentov 2 7 1< >|v
Delovni list 1 / 3 |PageStyle_Ocene 08 STA Vsota=0

“Google hacking”



Javno ali zasebno?

Gmail vei v

Napredno iskanje

‘ |Skanle Nastavitve

Splet Slike Skupine Spletni dnevniki Imenik
G()Ugle ——

I5Ei po: @ celotnem s
Splet

Oblika datoteke: Microsoft Excel - V obliki HTML
17, 28/10/2005, 2500000.00, 25000.00, 562500.00,
TRR. 18, 2, avtorska dela - tehni€no strokovno znar|

Podobne strani

xLs) program MK
Oblika datoteke: Microsoft Excel - V obliki H

Datoteka Uredi Pogled Vstavi Oblika Orodja Podatki Okno Pomoé

16, 4a, 29/04/2005, 219780.00, Nakazilo na
Nakazilo na TRR, placilo po predracunu ...

Podobne strar

et zadetkov na www.ljudmila

sy List1

Oblika datoteke: Microsoft Excel - V_obliki HTML
17, Nakazilo letne premije se nakaZe na Planinsk
s podatki o zavarovancu ob nakazilu premije posljq

|

sy pr.cl.2006
Oblika datoteke: Microsoft Excel - V obliki H
3 okt 2005 ... 28, Skupaj za nakazilo na PZ
Obveznost nakazila na PZS, ki je sestavljer

ade

xLs) Sheet

Oblika datoteke: Microsoft Excel - V_obliki HTML
11, 09, Nakazilo ZBS, Priliv ... 36, 56, Potni stros
deviz - nakazilo v tujino, Odliv, 1129 ...

sy Sheet1
Oblika datoteke: Microsoft Excel - V_obliki H
11, 09, Nakazilo ZBS, Priliv. 12, 21, Vnovie
nakazilo v tujino, Odliv, 1129 ...

anderse

ec zadetkov na

[P

- =Y - ] N = 8 a = LS z,
O e X = ™ a%sy oo 7 ﬁ F B & @ ¥z e
[c3a v fo X = |
B | C D [ E F G
3 |[FINANGNO POROCILO Projekt: (D
4 |SEZNAM RAGUNOV (v SIT) vaajalec: I
5 St. pogodbe: Aneks st.1 k pogodbi st. 35
6 St. poroéila: 1/2005
7 Obdobje porocanja: 01. 01. 2005 - 17. 11

Struktura projekta - glede na odobritev

Vrsta spremljajocega
Sklop - dokumenta (vkljucno Izdajatelj x Znesek bre:
9 aktivnosti Stroskovna postavka z referencno Stevilko racuna Datum platita DDV (v SIT)
IN datumom racuna)
10
abL
12 3. Tehniéno in strokovno znanje, neposredno vezano na projekt (stroski dela pri postavitvi in administraciji racun
13 6.231.490,
14 1 avtorska dela - tehnicno strokovno znanje za Avtorska pogodba ﬁ
i . K $t.07/2005 z dne 23.03.2005 258.065,00
15 15.01.2005 in Aneks
» 30.07.2005 01.04.2005 50.000,00
16 26.10.2005|  378.065,00
17 28.10.2005 2.500.000,00
18 skupaj
19 2 avtorska dela - tehniéno strokovno znanje za Avtorska pogodba fﬁ
$t.06/2005 z dne 23.03.2005; 567.720,00
20 15.01.2005 in Aneks
- 30.07.2005 29.04.2005|  220.000,00
Delovni list 1 /2 PageStyle_ NN 100% STA Vsota=0

“Google hacking”



“Google hacking”

Datoteka Urgjanje Pogled Pojdi Zaznamki Orodja Pomoé

-a:\:] - $> - @1 |:| @ [ http:/fwww.google.comfcodesearch?hl=en&lr=&q=Ilang¥%3Aphp+mysgl_

GO ()ggﬁ Ilang php mysgl_connect\(\"[a-z]+\.[a-2\.]+H\". \"[¢ Search | Advanced Code Search

" Code Search®

Code
OLDELOG/include/db php

3: function db_connect() {
mysql_connect("mysql.rucus.ru.ac.za", "russell”, "optika"):

mysql_select_db("russell");

chm.rucus. net/russell tar - Unknown License - PHP

chapitred1/planches/getVentesActualisees-ajax mysgl.php - 1 identical

28: // Connexion & la base
fconnexion = @mysql_connect(''mysql.tetelapremiere.fr*, “'secret', "tres-secret");

if (!'$connexion)

33: 1f (!mysgl_select_db("atlp". $connexion))
die("Erreur lors de la selectlnn de la base: " . mysql_error()):

www tetelapremiere fi/. Schapitre01.zip - Unknown License - PHP

Iskanje gesel za vdor s pomocjo “Google hacking-a”




9 Google - Mozilla Firefox i o ] 53

File:

Edit  Wiew Go  Bookmarks  Tools  Help

@

- E}) - [g} @ @ I hittps f v, google, com) j @ G0 Iﬁv

Personalized Home | Sign in

Google

Web Images “ideo"®™™ MNews Maps more »
intextmastercard 5424000000000000.5424999999599599 ~ Advanced Search

FPreferences
Google Search | I'm Feeling Lucky Language Taals

Advertising Programs - Business Solutions - About Google - Go to Google Slovenija

EZ005 Google

Done
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&= F¥ | www.Fdv.uni-lj.si/Kontakti/telefonski_imenik.as it B

'—.-lh.l - L] L e =

Fakultet;}_ LI tel_imenik_FDV.ods - LibreOffice Calc

Datoteka Uredi Pogled Vstavi Oblika ©Orodja Ps

EeRit{Hres vE

SPLETNI REFERAT URMNIKI PEDAGOGI PREDMETI PROGRAMI KLUEB DIPLOMANTOV

Bl [ Arial x| (10 |~ |£|ﬁ

i “' T : l ; v Al y| fm X = IPriimekinime
Kontakt: | — B |

239 |UHAN dr. Samo 206
240 |VEHOVAR dr. Vasja 297
241 [TOS dr. Niko 298
POMEMBNI KONTAKTI . . . 243 |VELIKONJA dr. Mitja 299
ABCCDDPEFGHIJKLMNOPRSSTUVZZ 244 300
TELEFONSKI IMENIK FDV 245 |BERNIK dr. Ivan 301
V primeru nejasnosti ali informacije poklicite 5805-100 | 246 [JOGAN dr. Maca 302
SPLOSNI E-MAIL NASLOVI | 247 303
248 |[KOS dr. Drago 304
249 |DIMC Neli 305
250 |MALI dr. Franc 306
el Li sl 251 |MENCIN-CEPLAK dr. Marjeta 307
AKSENTIIEVIC iivujin 152 KNIIZNICA 252 |[MIHELJAK dr. Viado 308
“ B 253 [RENER dr. Tanja 309
2 | 254 |SMRKE dr. Marjan 310
BABIC Nela 121 AP 228 | 255 [LEBARIC mag. Vasja 311
BACLIIA dr. Irena 171 B 103 256 [TIVADAR dr. Blanka 312
: 257 |l O7AR MANEREDA dr Kati 313
BAHOR mag. Maja 256 b5 12 w +/(r)r0 'y Delowvni list1 #Delovni isE2 £ Delovni Tsq « 1
BANIAC Marinko 364 C231 Delovnilist1/3 | Privzeto | |§I’A | | |Vsota=0 |E) —
BEBLER dr. Anton 327 AP 27
| BERCE dr. Jaroslav 362 IDV 610




Page 1 Sec 1 11 At 15,1cm Ln 27 Col 60 REC TRK EXT OYR Slovenian

——— e e = e s e e s —
File Edit View Insert Format Tools Table Window Help Type a question for help X i File Edit Document  Tools  View w Help =181 %[}
DESHEHRERAIYEH B F9-18 3 5% - deed Biw- CPRESE @B »M|]es] |
E]%-- cENRE SNRE RN KRR RN RNRE KNS RS (RS XIS - DS TSRS RNIPY = [125% '@‘D@‘D?'J "m'i@ '{7'2'6‘

HOUHBE T-
- UNCLASSIFIED
- L BACKGROUND
? A. (U) Administrative Matters
X 1) Appniiting Auloriy Multi-National Corps-lrac
2 (U) I was appointed by LTG John R. Vines, Commander, Multi-National Corps-Irag .I o 15.6 i -‘.-[ I [,‘ i
= (MNC-I) on & March 2005 to investigate, per U.S. Army Regulation 15-6 (Annex 1B), all L
v the facts and circumstances surrounding the incident at a Traffic Control Point (TCP) in
N Baghdad, Iraq on 4 March 2005 that resulted in the death of Mr. Nicola Calipari and the
T wounding of Ms. Giuliana Sgrena and Mr. Andrea Carpani. Lieutenant Colonel Richard S e e
N Thelin, USMC was appointed as my legal advisor for this mvestigation. [ was directed to ‘I ‘I 'Il‘“ ‘““‘“7. oFth
s thoroughly review (1) the actions of the Soldiers manning the TCP, (2) the training of the o T( ”I' [CP pr (431
N Soldiers maming the TCPF, (3) TCP procedures, (4) the local security situation, (5) ene : chnique .l>|‘|-| procedures (TTPs), (6) the Rules !
? tactics, te':h'mques’ and prOCEdures (TTPs), (6) tl.le R.UIES of Engag?ment (ROE) employed durin ident. and (71 any coordination ¢ ith the Soldiers at the
= employed during the incident, and (7) any coordination effected with the Soldiers at [CPortherti; Il e TRl
~ TCP or their higher levels of command on the transport of Ms. Sgrena from Baghd BoahanaAl e atona -
= Baghdad International Airport (BIAP). (Annex 14). .
@ (U) The appointing letter (Annex 14) refers to the location of the incident as being a (U} The appointing letier (A e T
- Traffic Control Point (TCP). As will be further explained in this report, the Soldiers Control Point (TCP) i g s report. the Sol h,u
- involved were actually manning a former Traffic Control Point, but executing a blocking e Y . | i it
- mission. This mission took place at a southbound on-ramp from Route Vernon (also This mission took pl T g ump from Ro
2 known as Route Force on MNF-I graphics) onto westbound Route Irish, the road to . T Ty
- BIAP. The intersection of these two routes has been designated as Checkpoint 541. For eckpoint 541
b= purposes of this report, the position will be referred to as Blocking Position 541 (BP Position 541 (BP
s,
o 2. (U) Brief Description of the Incident
z (U) On the evening of 4 March 2005, personnel of & Company of 1-69 Infantry
oy (attached to 2d Brigade Combat Team, 10w Mountain Divisior), were patrolling Route —:1 v
N Q
) ¥ ( o ( ¢ patrolling Rou
= B[E]=w 4 | 2 the road Iml\mu do\‘. ntown B 1ighdad \\Hh BIAP Seven nl lh\\\g Soldiers were lh\_l;;l
»

&
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Prometni podatki, metapodatki in drugi skriti podatki



Prometni podatki

e pri ponudnikih dostopa do interneta, pri ponudnikih vsebin;
e “klepetavost brskalnikov”, piskotki, superpiskotki,...

& [] google.com google.com v - Q @v @
A E R A — e e D
" Beta
Lo Intelligence =

Overview
Map Overlay
New vs. Returning
Languages
¥ Visitor Trending
¥ Visitor Loyalty
wBrowser Capabilities
Browsers
Operating Systems
Browsers and OS
Screen Colors
Screen Resolutions
Flash Versions
Java Support
wMNetwork Properties
Service Providers
Hostnames
*Mobile
Mabile Carriers
User Defined
Custom Variables
2, Traffic Sources
[J content
P Goals

Mobile Devices

4 Visits

A A

Oct 4, 2011 - Nov 3, 2011

= B

Y — ] 1

A 4

These mobile devices sent 8 visits via 4 operating systems

N

Visits

Pages/Visit

8 1.50

% of Site Total: 1.58%

Operating System =

1. SymbianQ3

2. | iPhone
3. Android
4. | iPad

Filter Operating System: comain‘mg

Site Avg: 1.44 (4.04%)

Mone

Avg. Time on Site

00:00:07

Site Avg: 00:00:42 (-62.63%)

Go

Visits -
3
3
1
1

Advanced Filter

DEEGE
% New Visits Bounce Rate
100.00% 62.50%
Site Avg: 84.22% (18.74%) Site Avg: 81.85% (-23.64%)
Pages/Visit Avg. Time on Site % New Visits Bounce Rat
133 00:00:09 100.00% B6.67%
133 00:00:04 100.00% B6.67%
3.00 00:00:21 100.00% 0.00%
1.00 00:00:00 100.00% 100.00%

Goto: |q Showrows: [ 4Q | 1-40f4 | 4 4



Analiza prometnih podatkov

Figure 7: Network showing how the ex employees were connected
Red: Vice President, Blue: President, Black: Employee (non managerial), Grey: In House Lawyer, Pink:
Manager. Dark Green: Trader. Light Green: Managing Director, Light Blue: Director, Yellow: CEO

Kdo v Enronu je s kom komuniciral — socialno omrezje zaposlenih.
Vir in avtorstvo: Shetty in Adibi, The Enron Email Dataset - Database
Schema and Brief Statistical Report, 2004.



Analiza prometa

& P
34

* Analiza prometnih podatkov:
kdo komunicira s kom, kdaj, > @

s kak$no intenzivnostjo. 8 | "‘
* Primer iz hladne vojne: s kom
komunicirajo vojaski radarji ko pride do

krsSitve zraCnega prostora? Kje so
locirane sovrazne enote?

« Deluje tudi kadar je vsebina napadalec
komunikacije sifrirana.



Skriti metapodatki...

! th looks like

you|
iPho

used your

1e with GPS

to take that pic!

= sl_b;r Properties

=)

| General | Security| Details | Previous Versions

Property
Image
Image 1D
Dimensions
Width
Height
Horizontal resolution
Vertical resolution
Bit depth
Compression
Resolution unit
Color representation
Compressed bits./pixel
Camera
Camera maker
Camera model
Fstop
Exposure time
150 speed

Value

640x 853
640 pixels
853 pixels
300 dpi
300 dpi
24

sRGB

Nokia
6303 classic

m

Remove Properties and Personal Information

0K ][ Cancel

Aoply




& KPK - FOCA Free 3.0

{=|Project Tooks - :Options () Tasklist /& About  [55)Donate
[ Directorny listing e
{49 DNS Active Cache
S DS Store Clean your OpenOffice
*§ GHDE documents with
W |Insecure Methods
Multiple choices OOMetaExtractor
SOLi
[ Listing
#3 Leaks Asttribite Y alue -~
S Prosy All uzers Found [15] - Times found
&5 Users
(9 ZoneTransfer Geda 2
3. Metadata SPECKBACHER 3
=1 Documents [25/97) RPrah 3
o Ddf [53] PEerﬂ_S . 2
# Unknown [32) Sandra Blagojewic 3]
" Foman Prah B
=J--—— Metadata Summary
| 5] Barbara Lavtar 2
& EEaeil) Deanna M. Clements 3
l;:] Fqlder& () Uszer 12
{Ei] Printers [0] Fieadiis i
(5] SDItu‘\Iare (2m SBlagojevic 2
4] Emails () ktjaza 3
&7 Qperating Systems (0] GHITA Simana 2
q Pazswords () King 1
5| Servers (0] w Meza Pirnat 2 b
Time Source Severty Mezsage ~
223427 MetadataSearch o Diocument metadata extracted: C:A\Documents and Settingshkpki acF\Local SettingzsTemptkatalog...
223428 MetadataSearch oy Diocument metadata extracted: C:A\Documentz and SettingshkpkM acF\Local SettingshTemphResoluc. ..
223428 MetadataSearch I Document metadata extracted: C:\Documents and SettingzikpkiacFiLocal SettingshT emphzeznam...
223128 MetadataSearch o Diocument metadata extracted: C:A\Documents and Settingshkpkid acF\Local SettingzsTemphakcizki. .
223428 MetadataSearch oy Diocument metadata extracted: C:ADocuments and Settingshkpki acF\Local Settingz T emphinkrimin...
223429  MetadataSearch Iy Document metadata extracted: C:\Documents and SettingzhkpkiMacFiLocal SettingshTemphFaTal...
223429 MetadataSearch o Diocument metadata extracted: C:A\Documentz and SettingshkpkM acF\Local Settingsh T emphentPE.
“
[ ! Conf ] "HJ Deactivate AutoScrall ] ["?9 LClear I Bﬁave log ta File
Metadaka analized ! :]

FOCA, orodje za iskanje in analizo metapodatkov v dokumentih
objavljenih na spletnih straneh, <http://www.informatica64.com/>



& [P-RS - FOCA Free 3.0

] - Project

Time
82413
82413
22413
2413
22413
22414
22414

O O 3 3

O o = O = o o O 3

Tools 2 Cptions

&7 PC_Mike Mandel

) TaskLisk

_gﬂ PC_Minztrstyo za pravosodie

f'-',{; PC_Mitja Blaganje
f's?,'é PC_mlaznik
© FC_MP
r'-?;’ PC_mprelesnik.
9 PC_Mataga Brenk
b PC_Matada Firc
25 Users
[3) Folders
i PC_Nick
f'-',{; PC_npirc
£7 PC_P_Chavdaroy
f':',{; PC_Polona Tepina
ﬂ PC_ptepina
B/ PC_Publications Dffice
&7 PC_riuseva
ﬁ PC_Rogzana Lemut Strl
f'aﬁ}' PC_Sandra Yesel
f‘lﬁ PC_Sanjaraber
| PC_5Bien
7 PC_snovak
f':',{; PC_Sonja Bien
Ba O srals

Source Severity
MetadataSearch [
MetadataSearch ((alY]
MetadataSearch [
Metadatasearch [
MetadataSearch i
MetadataSearch [
MetadataSearch [

_‘r_H;" Abouk Donate
»
Clean your OpenOffice
documents with
OOMetaExtractor
Attribute Walue -
Users
Matata Pirc
Folders
C:AProgram®20F lessMicrozoft 200 fice MEDIAACAG CAT 10N
d:vOzebnoiMojiz20dok umentit My Z 20Pictures\Microzattoy Z 20organizatorz 20izrezk..
C:ADocumentz % 20and% 205 ettingz\MPirchLocalZ 205 ettingzh T emporaryZ 20lnternet. .
Software
Microgaft Office
Microzoft Office 2007
3 w
2 < [ >
Mezzage i
Document metadata extracted: C:A\Documents and SethingsskpkMacFiLocal Setiings\ T emp Smernic...
[Document metadata extracted: C:A\Documents and SettingzskpkiacFiLocal SettingziTemp Smernic...
Document metadata extracted: C:A\Documents and SettingzskplkiacFiLocal Settingz\TemptEakOM...
Document metadata extracted: C:A\Documents and Settingz'kpkMacFiLocal Settingz\Tempiwzoec_
Document metadata extracted: C:A\Documents and Settingz'kpkMackiLocal Settiingz\Temp'Tersek_...
Document metadata estracted: C:hDocuments: and SettingstkpktacFhLocal SettingshTemphOP_in_...
Document metadata extracted: C:h\Documents: and SettingshkpkMacFiLocal Settings\TemphPriloga_... =

[ ! Conf l [¢J Deactivate AutoScrall I ["?ﬁ‘ Clear ]

Metadata analized !

L)

B Save log to File

FOCA - analiza www.ip-rs.si




sudo nmap -0 www.fdv.uni-1j.si

Starting Nmap 5.21 ( http://nmap.org ) at 2011-11-07 ©9:21 CET
Nmap scan report for www.fdv.uni-1j.si (193.2.110.7)

Host is up (0.0094s latency).

rDNS record for 193.2.110.7: bumbar.fdv.uni-1j.si

Not shown: 997 filtered ports
PORT STATE SERVICE

80/tcp open http

113/tcp closed auth

443/tcp open https

Device type: general purpose|WAP
Running (JUST GUESSING)

: Microsoft Windows 2008]|Vista|7 (90%),

AirSpan embedded (87%), FreeBSD 6.X (87%), Apple embedded (85%)
Aggressive 0S guesses: Microsoft Windows Server 2008 Beta 3
(90%), Microsoft Windows Vista SPO or SP1, Server 2008 SP1, or
Windows 7 (90%), AirSpan ProST WiMAX access point (87%),
FreeBSD 6.2-RELEASE (87%), Apple AirPort Extreme WAP v7.3.2

(85%)
No exact 0S matches for host (test

0S detection performed. Please repc
http://nmap.org/submit/
Nmap done: 1 IP address (1 host up)

Identifikacija
streznikov
organizacije s
standardnimi
omreznimi orodji...

whois slo-tech.com
Domain name: slo-tech.com

Administrative Contact:
Slo-Tech
Primoz Bratanic (primoz@slo-
+386 . 4@*HH***

Fax:

3k 5k 3k k% KKk
, ST 1

SI

Name Servers:
ns.datacenter.si
ns.slo-tech.com
nsl.triera.net
ns2.amis.net
ns2.datacenter.si
ns3.amis.net
sdns.voljatel.si

dig kpk-rs.si MX

; <<>> DiG 9.7.1-P2 <<>> kpk-rs.si MX

;5 global options: +cmd

;5 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id:
59356

;5 flags: gqr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY:
2, ADDITIONAL: ©

;5 QUESTION SECTION:
;kpk-rs.si.
MX

55 ANSWER SECTION:
35707
10 mail2.gov.si.
35707
10 maill.gov.si.

;3 AUTHORITY SECTION:
kpk-rs.si. 82536
NS kanin.arnes.si.
82536
nanos.arnes.si.

55 Query time: 9 msec

55 SERVER: 193.2.1.66#53(193.2.1.66)
;5 WHEN: Mon Nov 7 ©9:18:50 2011

;3 MSG SIZE rcvd: 121

Creation date: 21 Apr 2000 09:24:03
Expiration date: 21 Apr 2017 09:24:00
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Uporaba privzetih gesel

P

10.254.60.9: tiptel innovaphone 21-Mozilla Firefox

Datoteka Urejanje Pogled Zgodovina Zaznamki Orodja Pomoc

[@] | http://10.254.60.9/

E Rt i ir... 38 | [8) ucsniffIP Video Sniffer

¥ (@) oxid.it - Cain & Abel

L)
v "v|

@
@

[®) ucsniffIP Video Sniffer

| v | unauthentic

¥ | [@) 10.254.60.9: tiptelinnova... ¥

L)
- hlv|

®  [@) oxid.it - Cain & Abel

® | " Nalaganje...

http://10.254.60.9 zahteva uporabnisko ime in geslo. Stran sporoca: "IP21-04-1e-d9"

tiptel innovaphone 21 ’ | Info
Gateway
Version V5.01 sp3 IP21[06-5977], Bootcode[322], HW[1e9] 2048/8192
* Diagnostics Serialno 080-90-33-04-1e-d9
< Info
© Log Coder 2 channels
0 Trace ) h 1
& Config skow HDLC channels
@ IP Interfaces _ - P -
Sync source ; v |®] | hetp://10.254.60.9
o IP Routing « C © & [@hpyy /
© Ping SNTP Server 0.0.0.0 Bl RepDumpScript - The Wir... %
* Gateway
o Config LDAP Replication of f tiptel innovaphone 21 | Info
O Voice Interfaces Gateway ‘ )
Localtime !S!.!t!.:t!t 1*:1 | ers|00)
o Calls Avtentikacija
e Uptime 43d 2h 43m s © O adnosties
* Administration © Info
© Licenses © Log

© Config save (all)
© Config save (config)
© Config save (LDAP) -

Relay Licenses
PBX Licenses

O Trace

Uporabniéko ime: [|

Geslo:
@ Ping
* Gateway
© Config
© Voice Interfaces ‘ .
o Calls | Localtime
© Call Counter Uptime

* Administration

| € Preklici | [ </ V redu ]

kR ¥ R¥.w¥

43d 2h 43m 8s



Uporaba privzetih gesel

Google: “Tiptel Innovaphone 21”

EH Article Details - Swyx: Unif... 3% | 5¢

mmmrurnnnravwl

To start configuration window:

e e S —
(or “Administration: Config edit’ until firmware 4.00 rcl) Fr——
adja ormoc

B Login using default user/password (adminfip2l)

ibilityassessment, co,uk/passwordsIhtm

B Choose Config/lP Interfaces/Ethernet Interface
B et DHCP Mode to Client

Infosmart S0OHO router HTTP  |admin i
Innavaphone |IP3000 Multi  Jadmin ip3000
Innovaphone (IP400 Wulti  Jadmin ip4a0
Integral

Technologies|Remoteiew |4 Console|Administrator letrmein
Integrated

Netwarks IP Phone IM1002  |HTTP  |Administrator 19750407




Uporaba privzetih gesel

10.254.60.9: tiptel innovaphone 21 - Mozilla Firefox

Datoteka Urejanje Pogled Zgodovina Zaznamki Orodja Pomoc
& - @ &> |[6)| http://10.254.60.9/

[@) 10.254.60.9: tiptel innovaphon... | 5P

tiptel innovaphone 21 V5.01 sp3 IP21[06-5977], Bootcode[322], HW[109] 2048/8192
IP21-04-1e-d9
Gateway
end of — - - -
10.254.60.9: tiptel innovaphone 21 - Mozilla Firefox
¢ Diagnostics L. . . . .
B pase - Datoteka Urejanje Pogled Zgodovina Zaznamki Orodja Pomoc

ok G= - @ €N [[©)|http://10.254.60.5/

[ 10.254.60.9: tiptelinnovaphon... | 5P

o c: nnﬁ-g show

IP Interfaces

TN R PR

O IP Interfaces tiptel innovaphone 21 IP Routing table
Gateway net addr net mask gateway interface state

255.255.255.255 255.255.255.255 255.255.255.255 local Up

* Diagnostics 10.254.60.9 255.255.255.255 0.0.0.0 local Up

o Info 10.254.60.63 255.255.255.255 255.255.255.255 ETHO  Up

o Log 10.254.60.0 255.255.255.192  0.0.0.0 ETHO Up

o Trace 127.0.0.0 255.0.0.0 127.0.0.1 local Up

e — 224.0.0.0 224.0.0.0 224.0.0.0 ETHO Up

. default out 10.254.60.1 ETHO Up



During the early to mid-1970s, during my stint as a Minuteman launch officer,
they still had not been changed. Our launch checklist in fact instructed us, the
firing crew, to double-check the locking panel in our underground launch
bunker to ensure that no digits other than zero had been inadvertently dialed
into the panel. SAC remained far less concerned about unauthorized launches
than about the potential of these safeguards to interfere with the
implementation of wartime launch orders. And so the “secret unlock code”
during the height of the nuclear crises of the Cold War remained
constant at 00000000.

Bruce G. Blair. 2004. Keeping Presidents in the Nuclear Dark. <http://www.cdi.org/blair/permissive-action-links.cfm>



Ustrezna uporaba gesel?

We hacked Dan's assets first through finding bugs and writing Oday, and
then through abusing him giving away passwords and his silly password
scheme. Check out just some of his passes:

fuck.hackers, 0hnOz (root account on his mail box), fuck.omg, fuck.vps,
ohhai
From .mysqgl history:

SET PASSWORD FOR 'root'@'localhost' = PASSWORD('fuck.mysql');
See the pattern?

Adding fuel to the fire (and hopefully flames to his talks!), Dan has a
messy personal life involving him, his girlfriend, and other girls who he
would love to get with. For once, we are mostly sparing the girlfriend. Who
says chivalry is dead? But we'll still point out the dating torrents that
Kaminsky downloads.

https://sites.google.com/site/zeroforowned/dan-kaminsky-1



From: Greg Hoglund <greg@hbgary.com> ISun, Feb 6, 2011 Napad na informacijsko-
at 1:59 PM

To: jussi <jussij@gmail.com> varnostno pOdjetje HBGary

im in europe and need to ssh into the server. can you (pOdJEt_]e je za amerisko

drop open up firewall and allow ssh through port 59022 : : A\ ” :
or something vague? vlado izvajalo “napade” proti

and is our root password still 88j4bb3rw@cky88 or did iNi
we change to 88Scr3am3r88 ? Skuplnl Anonymous).
thanks

From: jussi jaakonaho <jussij@gmail.com> ISun, Feb 6,
2011 at 2:06 PM

To: Greg Hoglund <greg@hbgary.com> ...a little later:

bash-3.2# ssh hoglund@65.74.181.141 -p 47152
[unauthorized access prohibited]
hoglund@65.74.181.141"'s password:
[hoglund@www hoglund]$ unset

[hoglund@www hoglund]$ unset HIST

From: Greg Hoglund <greg@hbgary.com> ISun, Feb 6, 2011 [hoglund@www hoglund]$ unset HISTFLE
at 2:08 PM [hoglund@www hoglund]$ unset HISTFILE

To: jussi jaakonaho <jussij@gmail.com> [hoglund@www hoglund]$ uname -a;hostname
Linux www.rootkit.com 2.4.21-40.ELsmp #1 SMP Wed
no i dont have the public ip with me at the moment Mar 15 14:21:45 EST 2006 1686 1686 1386
because im ready for a small meeting and im in a rush. GNU/Linux
if anything just reset my password to changemel23 and www.rootkit.com

give me public ip and ill ssh in and reset my pw. [hoglund@www hoglund]$ su -
Password:

[root@www root]# unset HIST
[root@www root]# unset HISTFILE
From: jussi jaakonaho <jussij@gmail.com> ISun, Feb 6, [root@www root]# uname -a;hostname;id
2011 at 2:10 PM Linux www.rootkit.com 2.4.21-40.ELsmp #1 SMP Wed
To: Greg Hoglund <greg@hbgary.com> Mar 15 14:21:45 EST 2006 i686 1686 1386
GNU/Linux
ok, www. rootkit.com
takes couple mins, i will mail you when ready. ssh runs uid=0@(root) gid=0(root)
on 47152 groups=0(root),1200(varmistus

hi, do you have public ip? or should i just drop fw?
and it is wlcky - tho no remote root access allowed




Avtentikacija uporabnika po imenu?

PERSPEKTIVA AW YN
OAGR, £
WIC, Do sy 156
1000 Lubiows, Sksein
Pt )

PETROL D.D.
DUNAJSKA CESTA 50 ID §t. za DDV kupca:

-l Zadeva: Remote Download server ;)

Od: G
Datum: 09.07.2007 01:52 RACUN: GEEREEEED

Za: matej.kovacic@gmail.com

1000 LJUBLJANA

Zivjo!

Pradmet: Pogodba o svetovanju pri izvedbi in izvedbi prevzema javne druzbe, z dne
. A . 2 . . [ ; ¥ R Ceaa bt Y sz |
Takole, v Win 2000 si najprej nalozi Remote Desktop Client. Na podiag 5. Cena pogodbe o svelovar pri 2vedbi £ tzvedti prevzema
DOb]é ga na : m;":: .J"lj:L;Jv N Za svetovanye 1 60.000.00 ©0.000,00
i 1 3 variabini del provi vanje v vigini 0,40 %
enic, ki predstavijajo prvih 20 60% deln
683.760,00 683.760,00

plovanje v viini 0,85 % od transakcijske

Nato se z njim poveze$ na (i D

sagajo 30,00 % delnic za kalere 5o akcepiantl

user: CEE.
Viednost brez
1 - DDV - Osnowna stopnja 20,0 % O=nova 855,985,606 171.797,13
LP, Darko SKUPAJ € 1,030.782.78
’
Zrese v SIT 247 6. 787 79
Prosimo vas, da fakturni znesek naka2ete na TRR - SI56 0600 0011 8721 024 pri Banki Celje, dd

pr1 pLAGILY s skucwsTs N (D

‘/‘/
/
/

f’up‘mwh PERSPE[(";“.‘—' Clan uprgve

Miaden Kdlitama

Jderthihaciske irevitke 1o DOV: Motiing steriVa: Osaoeai heptal: Suavilhe rogistershega rlathe: (el o wpivans
J314 ” i Ao 0 Gt Nidg i

Primer sporodil prispelih na moj Gmail racun...



In West Memphis District Court yesterday, Tristian
Wilson was set to appear on the docket for a bond
hearing on the charges. When he did not appear,
Judge William "Pal" Rainey inquired about his
release and found that a jail staff member released
Wilson by the authority of a fax sent to the jail late
Saturday night.

According to Assistant Chief Mike Allen, a fax was
sent to the jail which stated "Upon decision between
Judge Rainey and the West Mempbhis Police Department
CID Division Tristian Wilson is to be released immediately
on this date of October 30, 2004 with a waiver of all fines,
bonds and settlements per Judge Rainey and Detective
McDugle."

Vir: https://www.schneier.com/blog/archives/2004/11/hacking_faxes.html



Neustrezna avtentikacija
&
O c wr % (R netsifersk sigor siferikindex faces ~ -

}' winknown site @

|| petname 5."".- Alfresco Share = User ...

w* Lokers, si J Prijavite se | Inkerni - Komisija za prepr... J https://erisk.sig...risk /index.faces @ +

21 ali $elite, da si Firefox zapomni geslo za uporabnika (N = sigoyv . si? Da ] l Mikali na tej strani ] [ Zaenkrat ne ] g

Uporabnik: Matej Kowatit / KOMISIJA 2A PREPRECEYANIE KORUPCIIE
e-RISK DUNZ ek 10 e

| odjava

Iskanje

My

@
o &= 2

Splosno  Yefpredstavnost  Dovalienja  Yarnost

Spletna

i | sigov.si X Lastril: - N fr % I (L https: feris.sigov.sferiskflogaft I -1 [4q-
o g7 0o . Preveril: | petname &2 Alfresco Share » User ...
Maslednji piskoti ustrezajo iskanemu: - = -
* kpkers.si || Prijavite s | Interni - Komisija 2a prept | https://erisk.sigov.si/erisk logoff a8
S Ime
J erisk.sigov.si LtpaTaken
J erisk. sigaw.si LtpaTokenz

x|
Ime: JSESSIONID L B[]

N - N
Wsebina: 0000IXILMzITIWILZUGTYL _eréb:C07SCBS5E4DES449000001B001 Zasebnos H
Gostitelj: erisk. sigov.si Ali sem b Spiosno Dowoljenja  Varnost

Pat: i
poslan za: i SUEER Identiteta spletne strani
e sekgoveza\fe Aliczmd Spletnastran:  erisk.sigov.si
retece: na koncu seje ) L& | sigov.si X Lastrik: Ta spletna stran ne vsebuje podatkov o lastniftvu.
~ Hiaslednii pisketi ustrezajo iskanemu: Preverit state-institutions
Odskrani piskot
Stran Tme
,J etisk, sigov. si JSESSIONID
I | erisk.sigov.si LtpaToken

| etisk sigov.si LtpaToken2

Pregls] digitano potrciio

Ime: JSESSIONID
DODIXKILMZITIWILZUQTYL _er6b:CO7SCBESE4DES44900000LBOM Zasebnost in zgodovina
risk.sigov.si Al sam to stran obiskal % kdai pred dan=éniim dnem” Ne

Al ta spletna stran shranduie podatke (piBkate) na moj radunalnly o Preglej pikote

Pretere: na kancu seje Al sem shranl kaking gesla 2a to strar? . PreiEEaT sl
Odstran piskot

Poslan 23 Vse povezave




Razbijanje gesel

ophcrack (L]
LV d v QO @O @ o
Load, Delete Save, Tables Stop Help Exit About
Progress | Statistics = Preferences
User A LMHash NT Hash LMPwd 1 LM Pwd 2 NT Pwd
Administrator 31d6cfe0d16ae931b73c59d7e0c0839c0 empty
Guest 31d6cfedd16ae931b73c59d7e0c083c0 empty
SUPPORT_388945a0 34ec619d1deco52d44ads898a6815fce
Administrator 59ab4dfds... dc8333bacdeb4a7e09c73dbee36ffeds KATTEKY LLINGO7 K47 TEkylling07
Guest 31d6cfe0dl6ae931b73c59d7e0c089c0 empty
SUPPORT_388945a0 167b3177504221efaa009a593dc7281e
Table Directory Status Progress

- @ XPfreefast /homefjanu... 84% in RAM

@ table0 36% in RAM

@ tablel 100% inR...

@ table2 100% inR...

@ table3 100% inR...
- @ Vistafree /homefjanu... 100% inR...

@ table0 100% inR...

@ tablel 100% inR...

@ table2 100% inR...

@ table3 100% inR...

Preload: done Brute force: done Pwd found: 4/6 Time elapsed: 0h 14m 3865

Napad s slovarjem: seznami besed ("wordliste”).
Mavricne tabele (MD5, LM, NTLM...).



Napad z grobo silo je mogoc tudi v fizicnem svetu...
Vir in avtorstvo: <http://www.kvogt.com/autodialer/>
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Vir: Schneier.com, <http://www.schneier.com/blog/archives/2009/07/information_lea_1.html>.

Pri 4-mestnem geslu je vseh moZnih kombinacij 10.000. V zgornjem primeru je moznih kombinacij samo Se 24.
Levo geslo je najbolj verjetno 1986 ali 1968, desno pa 1234.



4.1 4.1
738 738
735 734
¥3 3
v 27
24 24
2.0 2.0
1.5 1.6

Keaton Mowery, Sarah Meiklejohn, Stefan Savage. 2011. Heat of the Moment: Characterizing the Efficacy of Thermal Camera-Based
Attacks. <https://db.usenix.org/events/woot11/tech/final_files/Mowery.pdf>.

Raziskovalci so ugotovili, da je mogoce z infrarde¢o kamero beleZiti temperaturo posameznih tipk. Pritisnjene tipke ob vnosu PIN-a
so toplejSe od neuporabljenih, tako da lahko na ta nacin 'preberemo' kodo tudi, &e uporabnik $tevilénico zakrije z roko. Ce posnetek
preberejo takoj po vnosu $tevilke, lahko z 80-odstotno natanénostjo povedo, katere tipke so bile pritisnjene, nato pa odstotek pada.
Po minuti pade na polovico, po poldrugi minuti pa na 20 odstotkov, ker tipke oddajo toploto. Pri tem je podatke laze prebrati s
plasti¢nih, saj toploto odvajajo pocasneje od kovinskih.



Napadi na strojno opremo



Napad na krmilnik trdega diska, mrezne
kartice,...

archimede:~/nicssh$ nicssh -c 108.4.4.233
Connecting to 10.4.4.233

ICMP Echo Reply from 0S - no nicfw

Goadbye!

archimede:~/nicssh$ nicssh -c8 10.4.4.234
Connecting to 10.4.4.234

ICMP Eche Reply from nicfw (Windows system)
Requesting tcp/8@ with cloaking (-8)

nicssh> 7

help memory® sniff* send® reboot cleanup quit
nicssh> cleanup

Clean up requested - wiping GPU...

Received packet from NIC: nicssh wiped
Remote hardware is 00:12:79:94:a3:52 —

Eiﬁﬁﬁtlﬁdﬂihsfiﬂﬂ::dlﬁif"'ﬁﬁff:iﬂﬁz jeroen@spritesws:~$ telnet localhost 4444
Goodbyel Trying ::1...
archimede:~/nicssh$ nicssh -ig 10.4.4.234 TrYj_ng 127.8.68.1...
Comoecking: to 18.4.4.23% Connected to localhost
ICMP Eche Reply from 0S5 - no nicfw roz iy LT v "
Installation requested: nicfw (-i), nicssh (-g) E'S.CEFIE Lhﬂi. act

Remote hardware on LAN is @0:12:79:94:03:52 Open Eln-Chlp

Remote loading nicfw wia UDP = halt

Connection lost (expected) - please wait... target state: halted
10W Echo Reply from nicin (Wndos zysten) target halted in Thumb state due to debug-reguest, current mode
Requesting GPU from nmicfw...nVidia b .

Remote loading nicssh wvia UDP » SURETYLSOr

Connecting to nicssh v *: OxB00000f3 pc: Ox00D0a3ch

nicssh> 7

help memory* sniff* send* reboot cleanup quit
nicssh> quit

Disconnecting from nicssh

Goodbyel

archimede:~/nicssh$ cd

archimede:~§ []

wWritten at

downloaded 144 bytes in 8.829191s (4.8B17 KiB/s)
= resume

=




SMM korenski kompleti (Ring -2)

* Ring -2: System Management Mode (SMM) je
najbolj privilegiran nacin delovanja procesorja na
x86/x86_ 64 arhitekturah.

« Ring -3: napad na vPro/AMT Cipe.

Iy

Slika Q35 ¢ipa (MCH) v katerega so namestili korenski komplet. Ve¢ informacij: <https://slo-
tech.com/novice/t369218>

Vir in avtorstvo: Joanna Rutkowska, <http://theinvisiblethings.blogspot.com/2009/08/vegas-toys-part-i-ring-3-tools.html>.



« Attacks on and Countermeasures for USB
Hardware Token Devices,
<http://www.grandideastudio.com/files/security/tok
ens/usb_hardware_token.pdf>, 2000.

- Hit by a Bus: Physical Access Attacks with
Firewire, <http://www.security-
assessment.com/files/presentations/ab_firewire_rux
2k6-final.pdf>, 2006.

- Implementing and Detecting a PCI Rootkit,
<http://www.ngssoftware.com/research/papers/Imp
lementing_And_Detecting_A_PCI_Rootkit.pdf>,
2006.



Tempest napad
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Tempest napad

Prestrezanje elektromagnetnih signalov kontrolerja

trdega diska (tempest napad), za kar ni potreben fizicen
ali mrezni stik z raCunalnikom.

Avtor je na podlagi spremljanja elektromagnetnih signalov
lahko rekonstruiral kdaj se zapisujejo enke in kdaj nicle. Vir in
avtorstvo: Oguz Berke Durak, Hidden Data Transmission by
Controlling Electromagnetic Emanations of Computers,
<http://abaababa.ouvaton.org/tempest/>.



Tempest napad

Tempest napad na RAM
Poslano:
- 00100001 11100111 1001 1111 0001 1001

Sprejeto:
- 00100001 11100111 1001 1111 0001 1110
Vir in avtorstvo: Oguz Berke Durak.



Tempest napad

 Tempest napad na volilne naprave
na Nizozemskem, 2006

voting computer tempest attack

R

B

Vir in avtorstvo: Wels, Wessling, Gonggrijp in Németh, organizacija "We don't trust
voting computers", <http://www.wijvertrouwenstemcomputersniet.nl/English>
Video na YouTube: <http://www.youtube.com/watch?v=B0O5wPomCjEY>.



General guidelines for security’

1. Do not assume anything. / Ne predpostavljaj nicesar.
2. Trust no-one, nothing. / Nikomur, nicemur ne zaupaj.
3. Nothing is secure. / Ni¢ ni varno.

4. Security is a trade-off with usability. / VeCja varnost
pomeni manjso udobnost.

5. Paranoia is your friend. / Paranoja je tvoja prijateljica.

* Splosne varnostne smernice, iz priro¢nika orodja Advanced Intrusion Detection
Environment, “The Aide manual” <http://www.cs.tut.fi/%7Erammer/aide/manual.html>.



Zascita



Osnovna zascita

e Nekatere tehnike osnovne zascite
racunalniskih sistemov:

uporaba ustreznih gesel;
pazljivost pri veCuporabniskih sistemih;
redno posodobljen sistem;

pozarni zid;

uporaba protivirusnih in protismetnih
(antispyware) programov;

ustrezna varnostna kultura;

— fiziCna varnost;



Naprednejsa zascita

e Nekatere tehnike naprednejse zascite:
— varno brisanje podatkov;
— Sifriranje:

« Sifriranje razdelkov trdih diskov kjer so
shranjeni obcutljivi podatki (tudi zaCasnega
“swap” pomnilnika);

- Sifriranje elektronske poste;
— anonimizacija uporabe interneta (preprecimo
analizo prometnih podatkov):
* “remailerji”;
« anonimizacijska omrezja.



Se bolj napredna zasdita

e Nekaj znanja, doslednosti in zdrava pamet. ;-)




Trajno brisanje podatkov
: Section 3. Controls and Maintenance

8-300. Physical Security.

a. Physical security safeguards shall be established that
prevent or detect unauthorized access to accredited
system entry points and unauthorized modification
of the AIS hardware and softwarc. Hardware integ-
rity of the AILS, including remote equip shall be
maintained at all times, even when the AIS is not
processing or storing classified information.

Drive to secure:

B o [hard disk] | Y

=

b. Amended classified processing shall take place in an
area, normally a Restricted Area, where authorized
P can i surveillance and con-
trol of the AIS. All unescorted personnel to the area
must have a government granted PCL and controls
must be in place wo reswiet visual #7d airal acceds to
classified information.

c. When the AIS is processing classified information
unattended, or when classified information remains
on an unattended AIS, a Closed Area is required.

d. When the AIS is not in use, all classified information
has been removed and properly secured, and the AIS
has been downgraded, comtinuous physical protec-
‘Gon, to prevent or detoct unauthorized modification of
the AIS hardware and software, shall be implemented
through one or more of the following methods:

{1) Continuous supervision by authorized personnel.

(2) Use of approved cabimets, enclosures, scals,
locks or Closed Areas.

31 Tlee of srea controle that rrevent or detect tam-

Varno brisanje s Clean Disk Security (pri dnevniskih datotecnih sistemih

uncleared persons is used in a classified processing
period, it must be reviewed or tested by authorized
and knowledgeable contractor personnel to provide
reasonable assurance that sacurity vulnerabilities do
not exist.

. The AISSP must provide procedures for approval of

installation of any software on the AIS.

. Software provided on media that may be writen w

(e.g.. magnetic media) must be safeguarded com-

with the: ditation level unless a phys-
ical write-protect mechanism is used. (Mechanisms
shall be tested and verified by antempting to write o
the madia ) The write protection mechanism must he
verified once during each session when it is used 1o
process classificd information.

. Unclassified software provided on media that eannot

be changed (eg.. CD read-only media) may be
loaded onto the classified system without being
labeled or classified provided it is immediately
removed from the security arca upon completion of
the loading procedure. If the media is to be retained
in the security area, it may be controlled and stored
as ified mods

. The contractor shall validate the fumctionality of

security-related software (¢.g., access control, audit-
ing, purge, etc.) before the AlS is accredited. The
sofiware shall be revalidated when changed.

. Use of software of unknown or suspect origin is

strongly discouraged.

je neucinkovito!) ter ameriski vojaski priroCnik National Industrial

Security Program Operating Manual (NISPOM 1995), poglavje 8, sekcija
3 (Controls and Maintenance), ki predpisuje varno brisanje podatkov.



Trajno brisanje podatkov

Darik's Boot and Huke 1.8.7
Options Statistics
Entropy: Linux Kernel (urandom) Runt ime:
PRHLG : Mersenne TWhister (mtl19937ar-cok) ReMaining:
Hethod : ol Short Load Averages:
Uerify: Last Pass Throughput :
Round=: 1 Errors:

Hipe Method

Quick Erase syslinux.cfg: nuke="duipe method dodshort™
RLHF ToolT OFa-11 aecurity Level: Medium (3 passes)

loll Short

Dol 5228.22-H

Gutmann Hipe

PHHL Strean

The American DNepartment of Defense 5228.22-M short wWipe.
This method iz composed of passes 1,2,7 from the standard wipe.

J=Up E=Doun Space=-Select
DBAN - Darik's Boot and Nuke, orodje namenjeno uni¢evanju vsebine
trdih diskov. Zazene se iz zagonske diskete. <
http://dban.sourceforge.net/>. Vir in avtorstvo: dokumentacija programa.


http://dban.sourceforge.net/

Kriptografija

Pri varovanju podatkov uporabljamo simetricne, asimetricne in
zgostitvene algoritme.

Simetricnimi algoritmi ali algoritmi z zasebnim kljucem:
imamo samo en klju¢, s katerim zasifriramo in desifriramo
sporocilo. Obicajno so ti algoritmi hitri, tezko pa je varno
izmenjati kljuC. Problem predstavlja tudi stevilo kljucev - vsak
uporabnik mora imeti za vsakega dopisovalca svoj kljuc.
Asimetricni algoritmi ali algoritmi z javnim kljucem:
uporabnik ima dva kljuca, enega objavi, drugi ostane tajen. Vsi,
ki mu hocCejo poslati sporocilo, bodo uporabili njegov javni kljuc
za Sifriranje sporocila. Desifriral pa ga bo lahko le on sam s
svojim tajnim klju¢em in javnim kljucem posiljatelja. Te metode
so racunsko bolj zahtevne in zato poCasnejse kot simetricne.
Zgostitveni algoritmi poljubno dolg tekst preslikajo v Stevilo
fiksne dolzine, kar je uporabno za digitalni podpis. Najbolj
znana algoritma sta MD5 in SHA.



Kriptografija

gANQRIDB
Sporcéilo... —>[ SIFRIRANJE }—p— WUADVUES —zr[ DESIRIRANJE‘ —»| Sporadilo...
Klegm7wQ
T B/9yPZ5+ T
Klju€ A KljuZ A
POSILIATEL] PREJEMNIK
gANQRIDE
Sporotilo... —»[ SIFRIRANJE \—1-— WUAD YLES —1-[ DESIRIRANJE} —» Sporoila...
Kl wQ
W
posiljateljev posiljateljev prejemnikov .;:_"i_.::f-"“- prejemnikov
javni kljué javni kljuc zasebni kljuc

zasebni kljuc

Shematski prikaz simetricne kriptografije in kriptografije z javnimi kljudi.



Shrambe gesel/kljucev

e Sifrirni klju¢i so lahko shranjeni:
— kot kontrolna vsota (npr. SAM/SYSKEY, mozno

razbijanje!),

— v posebnem programu (npr. KeePassX, vgrajena
programska varnostna naprava v Firefoxu, itd.),

— v kontejnerju,
— v strojnih zetonih.

DeTT T /home/matej/MatejKovacickdb* = Keepasex T 61 x|

File Edit View Extras Help




Sifriranje nosilcev podatkov

" TrueCrypt 10} x|

File Volumes Tools Help

Drivel Volume Size | Encrypkion Algorithm | Tvpe |;|
e M
e iH
S
P
[ TrueCrypt Yolume Creation Wizard — | =]

TrueCrypt Volume Creation Wizard

{* Create a standard TrueCrypt volume
{~ Create a hidden TrueCrypt volume

This wizard will help wou to create a new TrueCrypt volume,
To create a hidden volume within another volume, select the
corresponding wizard mode above, L

Collection of random data has begun. The data will be used in
generating the master ke, salt, and values used ko create the IV
and 'whitening' walues For the new volume. The collected data
inchade wour mouse movements within this window, mouse clicks,
key presses, and other walues obtained From the system. The data
should be as random as possible, so the more randomly vou move
the mouse, the better,

| What is a hidden volume? |

Help | = Prey I Mext = I Cancel |

Sifriranje (navideznih) diskovnih particij s programom TrueCrypt.
Program omogoca tudi skrite Sifrirane particije.



Sifrirni kontejner v LUKS formatu

Omogoca tudi

menjavo gesel: Podatki

* dodamo novo (3ifrirani s Sifrirnim klju¢em)
geslo

e odstranimo
starega.




Sifriranje e-poste

0 Key Management - KGpg ..=.LD_I...)SJ

File Edit View Keys Groups Seftings Help

IR[TW[E & ¥ [ sewer] |

Name 5 Email | Trust | Expiration | Si:;l
+]- Unlimited T

- D ——— [ Unlimited 10:
O — 1 Unlimited 10:

matej.kovacic

& Eﬁg Matej Kovacic

: UpravijanyeesdicisRG | =B
+ = ElGamal subkey

Datoteka Urejanje Videz Kljuéi Skupine Nastavitve Pomoé

|1 B ™ [ o] |

+ -2, i Matej Kovacic

-0

) Matej Kovacic
. ) Ime = I7 B | Potek | VE;I
E Matei Kovacic g % SEFEZNTIESH] e SR ) PHOX Risis ga 10!
+ % s Matej Kovacic +@—__ e I e |

+ Photaid o

..... ) e— Sivmzalk Wt I —
+- = I Majdenih 380 ustreznih kljuéev
B hkp:/fwwwhkeys. eu.pap.net
oL I, 6= TR Kiiugi [=]
+ +E; Besedilo za iskanje ali [D kljuga za u T PAME M. ZImrerman <prinp.m zimmer...
o - +E?-- Izimmerman +-Philip M. Z <PZ 77
: +-
| +E; r I_ +- Phillip Zimmerman Il <phillz@cyberman... 3
_Eg + Phillip Zimmerman <jimbod 20nl@yaho. ..
' +-Rachelle Zimmerman <Bellerz@aal.co...
+ |skanje I Uvozi f--Raymond Zimmerman <raymond.zimme... —I
o +- Reto Zimmermann (00-700-468) <reto.z...
] +-Reto Zimmermann (no comment) <reto... |

_____ Kljut za uvoz: [BCB043BB

1| v Uvozi | QZapri | ILI

Sifrirni program GPG (GNU Privacy Guard) - upravljanje s Sifrirnimi kljugi
v okolju Linux.



Sifriranje e-poste

éifriranje elektronske poste v odprtokodnem odjemalcu elektronske poste

Mozilla Thunderbird z dodatkom Enigmail.

:J inbeox forl Y ' -:i: Thunderbird = I:li‘_)g
File Edit \iew Go Message Enigmail Tools Help
; 1 h R == )
% . A ot P @ @ g X § w@=.
Get Mail Write Address Book Decrypt Reply Reply All Forward Delete Junk Print
Folders Miew: ‘ﬁ.ll :J |..rJ. Subject Or Sender
= &2 S -
'-'c;-._ Fesll ‘Q‘I 1] I Subject we | Sender I"Sl' | Date / ]E'i'-
= Inbox (20) a = ] » 28072005, |~
: 5 Sent JOdgovar | Enigmail o x|, L
=l Trash (10) L= |
" o - \Q Please type in your OpenPGP passphrase ‘
-, G 0 ¢ o e
| -— = |
_ = Subject: Re: ne
fo === i) From: Gaspe [¥ Remember for 60 idle minutes
— Reply-To: @G
E: ) Date: 24.07.: Cancel oK I
- To: Matej
- &
= Inbox 2
g'! Drafts
- J] Sent
A& Trash
- [ G |~ |
| Loading Message... |j | Unread: 20 ] Total: 466




Skrivanje podatkov

Maskirano pismo: 10. avgust 1777, Henry Clinton -> John Burgoyne.
http://www.si.umich.edu/spies/letter-1777august10-1.html



| HEEEE

Paszzphraze:

I EEEE 1

Wernify paszphrase: Cancel

Encryption algarithm: | IDE& Help




Skrivanje podatkov v

gnezdene Sifrirne kontejnerje
(verodostojno zanikanje)
kontejner. Podatki se
lahko zapisujejo v celoten
* Drugi kljuc odklene drugi
korllltgejnelj‘,ulfi (:1e deovf)li g
pisanja podatkov v

« Prvi kljuc odklene prvi
kontejner, tudi v skritega.
nadrejeni, prvi kontejner.

« Tretji klju€ odklene prvi
in drugi kontejner: v prvi
kontejner lahko
zapisujemo, vendar ne po
obmocju kjer se nahaja
skriti drugi kontejner.




Anonimno pos Siljanje e-poste

|
File MiHminion gptions Hel Ip
Reply Ta | From |inon User - Add
Clipboard I —l _‘“‘_I
To: | -] A |
NewsGroup lalt.privacy.anon—server _v_l Add
‘ !A ta l ‘ Subject I
“At ”I‘“Dbg [ Use.sig ™ SURB Reply ™ Include SURE
- Number of Hops | - Mail2News Gateway———— | Dislot SURBRLET | [ Temutle |
E > 2n net
! ‘—I l@m T SUF!B SUF!B M g Update Servers i
Fieset form EIearMessagel Send
Meszzag

Posiljanje elektronske poste preko s pomocjo “remailer-ja” Mixminion.
Uporaba programa omogoca tudi anonimno odgovarjanje na anonimna
sporocila. Sporocila potujejo Cez vec anonimizacijskih streznikov (tim.

mixi) v Sifrirani obliki.



Anonimizacijsko omrezje Tor

rr"; Todiha v Tor om ra Eu

[,

Shema GmrEija T0r « « <= Mailfrirana pove @va

i Blfrirana pove zva

Alice

il +

Jane

. L T |

=
--------

Prikaz delovanja anonimizacijskega omrezja Tor.



Varnost mobilne telefonije

MOBILE
RedPhone Call

CONNECTED

drainage holir

= W, @ 22:49

123 [l

4
Matej
WC59EQIAAAYPA4AKQDbHfvgINAAeF
puvrENH/0ICoXKRf|6XTteR4tuMIAQ
NS8rV5)gtGjwv]+KE/
kW3TstoqKA8YeH|e/
SgVeXW92ABHMEUCIQCKzfTVz82SW
hj1/
RBe76MDGRW+gJo1YchyivOjgaGUY
QlgMmSe

Matej
TabtERIAC)1XCagT9YFO4owdykZxqb
HNz1mXm|CVnkq4qEE




b

Vprasanja?
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